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1. Executive Summary

This report documents the ethical, legal and social issues (ELSI) associated with pandemic
preparedness and response. It is based on work undertaken as part of Task 4.2 ‘Social, Ethical and
Legal Issues’ in the PANDEM-2 DOA. A literature review was performed to identify the ethical, legal
and social implications of pandemics and pandemic response measures. The review explored the
following key issues: (i) the equitable distribution of resources, (ii) balancing individual rights and the
public good; (iii) sharing of data and resources across organisations and geographic boundaries and
(iv) the consideration of vulnerable groups. Disconnects between ELSI and the reality of current
governance and policy on pandemic preparedness and response were highlighted, and
recommendations were proposed on measures to mitigate or avoid any harms to societal values, or
risks to fundamental rights. The report further outlines how the project addresses or does not
generate further ELSI risks associated with pandemic preparedness and response. The ELSI identified
include:

Ethical Issues

Ethical principles identified as important in the decision-making process during pandemic
preparedness and response include individual liberty, proportionality, privacy and confidentiality, duty
of care, reciprocity, fairness, solidarity, reasonableness, and transparency (section 4.2). It was evident
from the literature that ethical issues are considered in existing pandemic plans. However, there is no
consensus on which ethical frameworks should guide decision-making.

Legal Issues

Legal issues were identified relating to data sharing, the collection and processing of personal data,
non-compliance with data protection legislations and human rights infringements resulting from
mandatory measures such as restricted movements and gatherings, and mandatory vaccination
(section 4.3). Although various guidance documents and resources exist to address these legal issues,
some legislations have no enforcement mechanisms, while others have no formal sanctions or
penalties associated with non-compliance. Previous pandemics also highlighted critical weaknesses in
national public health and health emergency laws and legal capacities, thereby highlighting a need to
strengthen countries’ legal preparedness for future pandemics.

Social Issues

Identifying vulnerable groups and populations at risk is crucial for reducing the social gradient in health
during a pandemic. The review focused on four main groups identified as priority vulnerable
populations in the context of pandemics: persons of migrant origin, older adults, healthcare workers
and people with disabilities (section 4.4). Within the literature, there was general agreement that
social factors (e.g., income, education, occupation, and ethnicity) play a significant role in the severity
of pandemics, with socially disadvantaged groups being at exceptionally high risk. Previous pandemics
have however shown that these factors are often disregarded in national and international pandemic
plans.

The findings from the review were discussed at a workshop with 26 stakeholders representing public

health agencies, research institutions, epidemiologists, data scientists, communications specialists,
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information technology experts, first responders and PANDEM-2 Advisory Board members. The

proposed recommendations on how to mitigate ELSI risks during pandemic preparedness and

response were also validated at the workshop. Following these activities, ten key recommendations

are made in this deliverable.

Recommendations:

1.

10.

Develop an Ethics framework incorporating relevant ethical principles that need to be
prioritised during pandemic preparedness and response

Messages should be consistent, clear and understandable; and communication should be
done using culturally appropriate methods, with accessible materials tailored to various social
groups

Risk communication and community engagement needs to clearly define vulnerable persons,
be two-way, and engage local, regional and national partner organisations

Coordination with policymakers, influential social media leaders, local leaders, women and
youth groups, religious and elders’ groups, local and international NGOs, health experts and
practitioners, volunteers, and people with experience of pandemic diseases is key in
disseminating information to all

Misinformation should be addressed through media surveillance, feedback, emergency
anthropology studies, and other social science tools

Educate communities about the complex realities of pandemics and good pandemic
management, to enhance public understanding of pandemic decisions, and to promote
receptivity and compliance with messages delivered by public health authorities

Legal policies concerning digital contract tracing apps should make provisions to address
ethical and legal concepts including privacy and data protection, and outline clear steps on
what to do in case of data breaches

National legislations concerning emergency responses should be consistent with international
health regulations, to establish comprehensive and appropriate response procedures

IT systems and tools used for pandemic preparedness and response (such as predictive
modelling tools, epidemic surveillance systems and contact tracing apps) should be constantly
evaluated, updated, and re-evaluated to ensure that they are effective and meet appropriate
ethical standards and legal requirements

Further research is required to inform the development and implementation of digital
technologies and tools used for pandemic preparedness and response

The recommendations from this report will contribute to the work being done in other PANDEM-2

work packages including WP4 on resource planning and workforce allocation, WP5 on the
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development of risk communication resources/training and WP6 on the demonstrations of PANDEM-
2. Findings from the literature review will also inform WP3 on situational awareness, specifically the
task on privacy, social and ethical impact assessments (Task 3.5).

2. Introduction & Background

2.1. Structure of this report

Section 2 defines the aim and relevance of this deliverable and provides a brief introduction to the
PANDEM-2 project. It also summarises previous work that was done as part of the PANDEM project,
which this deliverable builds on. Section 3 describes the methodologies that were adopted throughout
the development of this deliverable, including (3.1.) decisions that informed the scope of the literature
review; (3.2.) search methods that were used to identify ELSI relevant to pandemic preparedness and
response in the literature and (3.3.) a workshop conducted with Advisory Board members and other
stakeholders to discuss and validate recommendations on how to address and mitigate any ELSI risks
associated with pandemic preparedness and response. Findings from the literature review are
presented in Section 4. Section 5 presents recommendations from this deliverable, with a discussion
on their applicability to PANDEM-2, and a conclusion.

2.2. Aim of this deliverable

This report outlines key ethical, legal, and social issues (ELSI) associated with pandemic preparedness
and response, and highlights discrepancies between these issues and the reality of current governance
and policy on pandemic planning. Measures that can be taken to prevent or mitigate ELSI risks during
pandemic preparedness and response are recommended. The report also discusses ELSI that apply to
specific pathogens relevant to the PANDEM-2 project, and outlines how the project could potentially
address current risks, or not generate further ELSI risks.

2.3. Overview of PANDEM-2

The PANDEM-2 project aims to implement novel concepts and IT systems to improve European
countries’ capacity for pandemic preparedness and response. PANDEM-2 will facilitate and
demonstrate the capture and integration of pandemic-relevant data from numerous sources,
including participatory surveillance systems such as InfluenzaNet, and social media (e.g., Twitter and
Reddit). This data will be accessible and analysed via an online dashboard, designed to support the
needs of pandemic managers (public health agencies responsible for pandemics), hospital managers
and first responders in Europe. The PANDEM-2 dashboard will also facilitate predictive modelling of
infection rates and spread, resource management and mapping of workforce capacity. The overall aim
is to assist relevant authorities to make rapid, evidence-based decisions in response to a pandemic,
and to supply them with the resources needed to communicate these decisions effectively to their
citizens.

2.4. Previous work in PANDEM

This deliverable builds on previous research from the Pandemic Risk and Management project
(PANDEM; Grant Agreement: 652868) (PANDEM D4.2), which assessed national and international
pandemic preparedness plans in the EU and explored how ethical and human rights aspects had been
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considered in these plans (available on the PANDEM-2 website here: https://pandem-2.eu/wp-
content/uploads/2020/12/D4.2-PANDEM-Ethics-and-Human-Rights FINAL.pdf). Results from a
thematic analysis of the national pandemic preparedness plans of seven EU Member States (Croatia,
Czech Republic, France, Hungary, Italy, Spain, and the UK) found that the incorporation of ethical

considerations was limited, with four of the countries (Croatia, Hungary, Italy and Spain) making no
reference to ethical issues in their plans. This lack of recognition was apparent both at national and
international level, as evident in some international guidance documents on pandemic planning where
ethical considerations were either not referenced (e.g., the 2005 EU Pandemic Influenza Preparedness
and Response Plan (Commission of European Communities, 2005)) or not prioritised (e.g., the 2005
WHO checklist for influenza pandemic preparedness planning (WHO, 2005b)).

A literature review conducted as part of PANDEM D4.2 identified ethical and human rights issues in
pandemic preparedness and response. Findings from this review were clustered into four main
themes which were: (i) Communications; (ii) Surveillance; (iii) Isolation, quarantine, border control &
social distancing and (iv) Equity and prioritisation of healthcare resources. While there was
considerable literature addressing ethical issues associated with the allocation of scarce resources,
studies on ethical considerations associated with pandemic communication and surveillance were
limited, and the academic evidence was not always reflective of themes central to pandemic
preparedness planning. These findings, alongside key recommendations proposed from the PANDEM
D4.2 review (see figure 1 below), will inform the focus of this deliverable.

Greater prioritisation of Alighment of national Increased research into
ethics & human rights in pandemic preparedness ethics and human rights in
pandemic planning plans pandemic planning
Make ethics & human rights - Review plans to identify their ethics -  Conduct research on why ethics
integral components of national & human rights components & human rights are such a low
pandemic planning priority
- Consider numerous pathogens and
assess measures from an ethics & = Conduct research on all ethical
human rights perspective issues including communication

& surveillance

Figure 1: Recommendations on ethics and human rights considerations in pandemic preparedness and
response (PANDEM D4.2)

2.5. Relationship with other deliverables

The recommendations from this report will contribute to the work being done in other PANDEM-2
work packages including WP4 on resource planning and workforce allocation, WP5 on the
development of risk communication resources/training and WP6 on the demonstrations of PANDEM-
2. Findings from the literature review will also inform the PANDEM-2 task on privacy, social & ethical
impact assessments (Task 3.5).
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3. Approach

This section provides details of the work that was carried out as part of WP4, Task 4.2 Social, Ethical
and Legal Issues in Pandemic Planning and response.

3.1. Literature Review Scope
This review aimed to explore the ethical, legal, and social impacts of pandemics, and how societal
and fundamental rights might be impacted by pandemic preparedness and response. Priority topics
for the review as set out by the project’s task description in the Grant Agreement were:

(i) The equitable distribution of resources

(i) Balancing individual rights and the public good

(iii) Sharing of data and resources across organisations and geographic boundaries; and

(iv) The consideration of vulnerable groups
The focus of the review was also informed by discussions with end-users and PANDEM-2 project
managers. These discussions were centred around the findings from the PANDEM D4.2 literature
review, as described in section 2 above (see Appendix A). It is important to note that PANDEM D4.2
was conducted before the COVID-19 pandemic, while this report (PANDEM-2 DA4.2) includes
literature and findings from the pandemic period.

3.2. Search strategy

Searches were conducted on three databases — PubMed, Embase and Google Scholar. Search terms
were developed for PubMed (see Table 1) and translated onto the other two databases. Database
searching was supplemented with manual searching to identify additional studies and relevant grey
literature. Initial searches were conducted between Nov 2021 and April 2022, and then updated
between May and July 2022.

Table 1: Search terms for ELSI in pandemic preparedness and response

Keyword Search terms

1. Ethics “ethics” OR “ethical” OR “ethic” OR “ethicist” OR “ethically”

2. Legal “legal” OR “law” OR “laws” OR “lawful” OR “legislative” OR “constitutional”
3. Social “social” OR “society” OR “societal”

4. Issues “issues” OR “concerns” OR “considerations” OR “requirements” OR “impacts”

OR “frameworks” OR “guidelines” OR “regulations” OR “recommendations”
5. Pandemic “pandemic*” OR “epidemic*” OR “outbreak*”
6. Preparedness/planning “preparedness” OR “planning”
7. Response “response” or “disaster response” OR “risk management”

Search string: (1 OR 2 OR 3) AND 4 AND (5 AND (6 OR 7))

Inclusion criteria for the review were:
(i) Peer-reviewed and grey literature
(ii) Studies addressing ethical, legal or social issues in pandemic planning and response
(iii) Studies published in or translated to English language
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3.3. Development and validation of recommendations

Following completion of the literature review, the project team drafted recommendations on how to
mitigate ELSI risks during pandemic preparedness and response, based on the findings of the review
and their professional expertise. A workshop was then conducted with members of the PANDEM-2
consortium, to discuss the literature review findings and validate the proposed recommendations. The
workshop took place virtually via Zoom, on the 13" and 14™ of July 2022. It was led by Trilateral
Research and was attended by 26 participants in total. Participants represented research authorities,
public health agencies, epidemiologists, data scientists, communications specialists, information
technology experts, first responders and PANDEM-2 Advisory Board members. The workshop agenda
and questions discussed can be found in Appendix B. In brief, workshop participants were invited to
consider the relevance, content, clarity and feasibility of each recommendation, and any relevant
applications for the PANDEM-2 project. Snapshots from one of the group discussions are also shown
in Appendix B.

4. Results

This section presents findings from the literature review on ELSI in pandemic preparedness and
response.

4.1. Literature search results

The database searches yielded 1148 records, 440 of which were removed as duplicates. 451 articles
were excluded following title and abstract screening and 23 were further excluded after full-text
screening, leaving 234 articles for inclusion in the review. Findings on ethical issues are discussed in
section 4.2, legal issues in 4.3 and social issues in section 4.4. Some issues had cross-cutting
implications (e.g., ethical and legal aspects), and are discussed in more than one section.

4.2. Ethical issues in pandemic preparedness & response

Pandemic outbreaks have gained significant public attention in recent years and there is increasing
acceptance of the importance of considering ethical implications during pandemic planning. Public
health experts have begun reflecting on the extent to which previous preparedness plans have been
helpful, where problems have occurred, and what aspects have been neglected in pandemic planning;
and various initiatives have been launched in this regard. One prominent example of such initiatives
is the 'Independent Panel for Pandemic Preparedness and Response' (2021) initiated by the WHO,
where ethical issues were highlighted as central to pandemic planning.

Various ethical frameworks have been proposed to guide decision-making during pandemic planning,
(e.g., Fielding et al., 2021; Kass, 2005; Thompson et al., 2006; Upshur et al., 2005; WHO, 2007), each
based on a different set of ethical values. Figure 2 below summarises the main ethical principles that
were identified as relevant to pandemic preparedness and response from PANDEM-2 D4.2 literature
review. Several authors have commented on the lack of consensus on an ethical framework to guide
decision-making during pandemic planning, and how this challenges the ability to adopt a coherent
and consistent approach towards preparing for, or responding to a pandemic (O’Sullivan et al., 2022;
Rubio et al., 2020; Thompson et al., 2006). The lack of this framework also makes it difficult to decide
what ethical values to prioritise, especially as some ethical values conflict with each other (Robert et
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al., 2020; O’Sullivan et al., 2022). The need for an ethical framework to guide decision-making during
pandemic preparedness and response at EU level was previously identified in the PANDEM D4.2
report. No such framework was identified at the time of this review. This need is therefore re-

emphasised in this deliverable.

INDIVIDUAL
LIBERTY

The right to believe, act and
express oneself freely

DUTY OF CARE

The duty to provide care and
alleviate suffering

SOLIDARITY

Taking a collaborative approach

and working together in
responding to a pandemic

PROPORTIONALITY

Adopting protective measures
that do not exceed actions
necessary to address or
prevent risks

RECIPROCITY

Providing support for people
facing a disproportionate burden,
and taking steps to minimise risks

and burdens as far as possible

REASONABLENESS

Having decisions made by
people who are credible and
accountable, and based on
current evidence

PRIVACY & CONFIDENTIALTY

The right to have one's health
information kept privately and
confidentially

FAIRNESS

Giving people with an equal
chance of benefiting from health
resources an equal chance of
receiving them

TRANSPARENCY

Making decision-making
processes publicly accessible

Figure 2: Ethical principles relevant to pandemic preparedness and response

The sections below discuss ethical issues as they apply to the distribution of resources and the
prioritisation of public good vs individual rights during pandemics.

4.2.1. Equitable distribution of resources

Resource allocation is ethically challenging even in non-emergency situations. It is even more complex
in the context of a public health emergency, where decisions are time-sensitive, information is rapidly
changing, and there are significant risks of harm (Steele & Duthie, 2021). In a pandemic where medical
resources such as medication, personal protective equipment, ventilators, etc tend to become scarce,
there is usually a need to prioritise certain groups over others. Meanwhile, the process of deciding
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who to prioritise and determining what ethical principles should guide this decision remain unclear.
Various studies have identified that no single ethical value is sufficient on its own to determine which
patients should receive scarce resources (Emanuel et al., 2020; Persad et al., 2009; Rosenbaum, 2011).
The decision-making process therefore requires balancing multiple ethical values to ensure that the
allocation process is fair and consistent. Ethical concepts associated with the distribution of scarce
resources in a pandemic are discussed below.

4.2.1.1. Utilitarianism vs autonomy

A widely embraced ethical principle for allocating life-saving resources when there are shortages is to
try to maximise public health benefit by saving as many lives as possible (Savulescu et al., 2020). This
utilitarian approach emphasises population outcomes, with the best course of action being
determined by the benefit achieved by the greatest number of people. This conflicts with non-
utilitarian views that emphasise the paramount value of each human life (Emanuel et al., 2020). Hence,
decision-making following a utilitarian model is established at population level, at the expense of
individual autonomy, which is a fundamental principle of society’s medical ethics.

An example of the utilitarian approach was seen during the COVID-19 pandemic, where non-
emergency surgical procedures were postponed, to prioritise patients with COVID-19 (Brown et al.,
2021). While the moral grounding for such a decision seems reasonable in a resource-limited context,
the downstream effects of prolonged postponement could be severe (COVIDSurg Collaborative,
2020). For example, a cancer patient could risk a significant change in prognosis if their surgery is
delayed (Brown et al., 2021). As such, prioritising patients with COVID-19 over patients with non-
urgent but time-sensitive medical conditions may not always yield the utilitarian aim of providing the
greatest net benefit for the largest number of patients. While acknowledging that the context of
limited resources during a pandemic is an important issue to consider, Brown et al. (2021) suggest
that more equitable decision-making can be formed by analysing ethical dilemmas during pandemics
through the lens of the four pillars of medical ethics — beneficence, non-maleficence, autonomy, and
justice. They propose that this approach could promote a more ethical distribution of available
resources by providing a clear framework for evaluating when a patient’s right to autonomy should or
should not take precedence over public health needs.

4.2.1.2. Using predictive modelling for resource allocation

Predictive modelling in the healthcare context is a process that applies available data to identify
persons who have high medical needs and face high risks of needing medical services (Vogenberg,
2009). Predictive models can be used to forecast future events, making it possible to harness available
data to improve health, and reduce healthcare costs. Thanks to technological advances regarding data
availability, diminishing costs of data storage and increased computing power, such developments
make large-scale risk assessments feasible, to help inform preventive public health approaches.
Predictive modelling systems have proven useful in pandemic contexts where decisions need to be
made quickly. They are also useful in helping to prioritise scarce resources (van Der Schaar et al., 2021).
However, their use also raises some important ethical considerations. For example, these systems are
often used to automate decision-making processes that were previously made by humans, which
introduces ethical challenges relating to accountability and value judgments (Peters et al., 2020). They
also often require a lot of personal data, which has implications on privacy, consent, and security
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(Kroll, 2018). Trustworthiness is another known challenge, stemming from the risks of misclassification
and dependence on assumptions (Angehrn et al.,, 2020). The complexity of these data-driven
algorithms also makes it difficult to communicate concepts and results to patients and the general
public, and to assess ethically relevant factors such as the robustness of results and unintended biases
(Wynants et al., 2020). The benefits of predictive modelling systems could therefore be outweighed
by the risks if they are not ethically designed and deployed. Cave et al. (2021) refer to the four pillars
of biomedical ethics as a useful lens through which these challenges can be identified and addressed.
These are beneficence (the moral obligation to act for the benefit of others), non-maleficence (the
obligation to not inflict harm on others), autonomy (the right for individuals to make decisions about
their own health) and justice (the principle of treating others fairly). They further emphasise the
importance of open and transparent communication with diverse stakeholders during the
development of these modelling systems, to ensure that they are ethically compliant.

4.2.1.3. Justice

Distributive justice, which is understood to be the fair and appropriate distribution of benefits, risks
and costs within a society (Fisher et al., 2020), provides moral guidance for processes that affect the
distribution of resources during a pandemic. It is a derivative of the principle of justice, which, as
earlier mentioned, is one of the four pillars of bioethics that underpin modern medical practice
(Beauchamp, 1994). In a pandemic situation where resources are in short supply, decisions need to
be made to allocate chances of survival and mortality risks, and this requires that resources be
accessible to individuals according to need and within the context of resource availability (Savulescu
et al., 2020). The bases for these decisions need to be both ethical and just.

Scenarios have been described from previous pandemics where the principle of justice was violated,
such as during medical triage (Spieker, 2021). Examples of these include discrimination (e.g., based on
age); quantification (e.g., sacrificing one patient’s life over another to maximise benefit) and using a
utilitarian approach, which, as described in 4.2.1.1. above, often violates patients’ autonomy (Spieker,
2021). Some ethicists purport that the utilitarian view is ethically justified when resource allocation
takes into consideration the number of years lived by a patient, their quality of life and the cost
incurred by the health system (Marseille & Kahn, 2019; Savulescu et al., 2020). However, it has also
been argued that this perspective only recognises those who have a life ‘worthy’ of being lived, and
may marginalise weaker social groups in society, such as the elderly, the disabled and the poor
(Palazzani, 2020). Noting that no one ethical value can underpin the design of a fair distribution system
in the context of scarce resources, Yip (2021) proposes that an ethically justified distribution process
must aspire to achieve three goals: (1) optimal efficiency in decision-making such that resources are
dedicated to those most at risk; (2) equity, by treating all patients in a similar manner; and (3)
prioritisation, such that resources are available to patients most in need at any given time. In line with
this, benefits can be maximised by prioritising high-risk patients likely to survive longest after
treatment (Emanuel et al., 2020). Monteiro (2020) further emphasises that a solution for distributive
justice is always more suitable if planned ahead of time, rather than when decided during an
emergency.

4.2.1.4. Duty to provide care
The strain on health services following a pandemic necessitates the rationing of resources — including
human resources, i.e., staff available to provide care to patients. The notion that health professionals
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have a duty to care for patients is fundamental to the functioning of health systems. As part of this
commitment, health professionals have to accept having to expose themselves to some level of risk
in order to provide patient care (Thompson et al., 2006). During previous pandemics such as SARS and
Ebola, there was a consensus that appropriate safety measures had been taken to protect healthcare
workers, and that risks of them getting infected were low (Dwyer & Tsai, 2008; Emanuel, 2003).
However, given the scarcity of protective equipment during the COVID-19 pandemic, in addition to
the mode of transmission and asymptomatic nature of the disease, questions around healthcare
workers’ safety became a focus of ethics discussions. Healthcare workers face significantly high risks
of getting infected, which could also have serious implications on the health of their families and
households (McConnell, 2020). In addition, first line responders usually face high security risks from
pandemics — especially those caused by deadly diseases such as Ebola — as they are typically exposed
to the disease in their duty of care, before being correctly informed about the nature of the risks
involved and how to protect themselves. Fins & Miller (2020) note that less attention has been paid
to whether there is a limit to practitioners’ obligations with respect to providing care to patients during
a pandemic. Instead, there has been a tendency to applaud practitioners who placed themselves at
selfless risk as heroes. The authors further point out that approaching medical ethics from the
perspective of heroism is neither sustainable nor robust enough to meet the complexities of
emergency situations during a pandemic. McDougall et al. (2021) propose balancing the duty to
provide care against other ethical considerations such as healthcare providers’ well-being, as an
ethical approach to staff safety. This is particularly important as patients face a risk of suffering harm
if healthcare staff are physically or mentally unable to perform their jobs. The topic of mental
wellbeing for healthcare professionals in the context of pandemics and pandemic preparedness
planning is further discussed in Section 4.4.

4.2.1.5. Proportionality

Proportionality has been referred to as a ‘corrective’ principle, in that it has the potential to clarify
and set limits on what is beneficial and what is harmful, especially when some ethical values are in
conflict. This principle requires that different ethical considerations be balanced, and that even where
it is not feasible to eliminate all risks involved, the benefits should outweigh the burdens. As
highlighted by Isaacs et al. (2020), the uncertainty and shifting circumstances during a pandemic can
make responsible planning and allocation of resources difficult. Proportionality can inform decisions
around rationing of limited resources, such that the goal of saving as many lives as possible is balanced
against the impacts on the rights of individuals (Boyd, 2020), or particular groups (Elves & Herring,
2020). Proportionality can also inform how much risk is appropriate for health workers to assume in
the pursuit of saving lives. For example, an expectation of heroism as mentioned in 4.2.1.4 above
assumes that clinicians should take on a disproportionate burden at the risk of their own health (and
lives) when dealing with a pandemic (Fins & Miller, 2020). Proportionality provides a means to
redistribute the burdens of care more equitably, such that health professionals are not required to be
heroes to practise ethically. Another important issue addressed by the principle of proportionality is
communication during pandemics. Scholars and healthcare guidelines have outlined that messages
should be clear, simply explained and reflective of decisions taken, as well as decision-making
processes (including both benefits and risks) in order to avoid misunderstandings (Boyd, 2020; Smith
et al., 2021; WHO, 2005a). Messages should also be accurate and acknowledge uncertainties, without
giving baseless reassurances (WHO, 2005a).
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4.2.2. Balancing the public good vs individual rights

Pandemics bring tensions between individual rights and the public good, as many response measures
which are useful in protecting public health (e.g., restricted movement, contact tracing and mandatory
vaccination), evoke opposition by individuals who feel that these measures infringe on their freedom
and rights. Ethical concerns associated with these measures are discussed below.

4.2.2.1. Surveillance

Surveillance refers to the continuous and systematic collection, analysis and interpretation of health-
related data (e.g., case numbers, death rates, reproductive rates, etc) for the purpose of planning,
implementing and evaluating public health practice (Nsubuga et al., 2006). It constitutes the
foundation of pandemic response and is a necessary process adopted by public health authorities to
trace the spread of pathogens across regions and nations (Fairchild et al., 2017). While the need for
surveillance is justified for epidemiological purposes, the use of surveillance measures during health
emergencies has fuelled discussions about the limitation in citizens’ rights and raised ethical and legal
concerns on data usage, data protection, and privacy (Van Kolfschooten & de Ruijter, 2020). In its
international guidelines on public health surveillance, the WHO identified that surveillance could
trigger concerns about intrusion of privacy and discrimination, especially when conducted without
public knowledge or consent (WHO, 2017).

Contact tracing apps are an example of a surveillance system used widely to aid pandemic
management. Findings from a large-scale study across seven European countries revealed concerns
about the use of the COVID-19 contact tracing app, mostly due to loss of privacy and heightened
control (Lucivero et al., 2020). Statements were made conveying a sense of fear and danger in relation
to these apps, such as ‘Big Brother’, ‘witch hunt’, ‘living like in prison’, and people being ‘programmed’
(Lucivero et al., 2020). There are also reports that contact tracing might to some extent be in violation
of the legally enshrined duty of medical secrecy (Cho et al., 2020). Debates on this subject contend
that the clinical ethical framework which emphasises medical secrecy in the patient-physician
relationship conflicts with the public health ethical framework where the provision of some sensitive
medical information is deemed proportionally relevant for minimising infection, hospitalisation, or
deaths (Cho et al., 2020). Another commonly expressed concern about contact tracing apps is their
stigmatising potential, as they identify people who have or have had COVID-19 (Williams et al., 2021).
Data privacy and security were also key issues reported by a study in the UK, with interviewees
showing reluctance to have their data accessed by government or health authorities (Williams et al.,
2021). The use of drones to monitor social distancing or curfews during COVID-19 also caused
suspicion among individuals, as their privacy rights were interfered with (Baudouin, 2021).

The success of surveillance measures relies on the widespread adoption of tracking technologies
(Parker et al., 2020). This is in turn dependent on the public being convinced that these technologies
will be implemented responsibly, and that data will be handled ethically. Some useful resources have
been developed in this regard, such as a framework proposed by Ranisch et al. (2021) outlining some
important ethical considerations when planning and implementing a contact tracing app (see table 2).
The authors highlight that this is not a complete list and highlight that all pandemic management
strategies involve several trade-offs. There is also guidance from the WHO on the ethical and
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appropriate use of contact tracing technologies (WHO, 2020a), and a roadmap developed by Lanzing
(2021) for the ethical evaluation of contact tracing apps.

Table 2: Ethical considerations when planning and implementing a contact tracing (CT) app

Substantive values to be considered:

Public Health Benefit:
e Is the pandemic situation such that contact tracing activity is motivated from a public health
standpoint?
® |s the pool of potential users who are willing to use a CT app large enough for epidemiological
effectiveness?
Privacy:
® Are measures in place for data protection and against data loss or misuse?
® Are data security authorities involved?
® Is collection of the tracing-data temporary (e.g., will it be deleted after a certain, specified
amount of time)?
Justice:
® Has accessibility and availability been maximised?
® Are benefits and burdens of CT apps equally distributed among the population?
Autonomy:
® Are CT apps used voluntarily? Are users able to withdraw consent?
Solidarity:
e Has consideration been given to whether negative attitudes towards people who do not use
the app may feed into practices of victim blaming?

Procedural values to be considered:

Transparency:
e Are technological solutions and frameworks sufficiently transparent (e.g., open source)?
Proportionality:
® Are social, and moral costs of CT apps proportionate to the pandemic threat and the expected
effectiveness of using the app?
Trustworthiness:
® Are democratic procedures in place to guide decision making? Can population uptake be
assumed?
Reasonableness:
e |Is there sufficient evidence that the CT app meets technical standards of reliance?

4.2.2.2. Mandatory Vaccination

The ethical appropriateness of vaccination policies depends on various factors including disease
severity, vaccine effectiveness and safety, target populations, as well as social, cultural, and political
considerations (WHO, 2022a). Mandatory vaccination policies have historically been more widely
accepted in emergency situations where there are imminent threats to health (Gur-Arie et al., 2021),
(Savulescu, 2021). However, the ethical guidance on vaccine mandates suggests that mandates should
only be implemented after all other reasonable means have failed (or are likely to fail) to increase
vaccine uptake, and/or reduce disease transmission by other means to an acceptable level (WHO,
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2022a). Such was the case with COVID-19, where vaccine hesitancy was a major challenge,
predominantly fuelled by concerns about the safety, efficacy, real benefit for non-vulnerable groups,
and long-term profile of the vaccines. In response, governments worldwide introduced mandatory
vaccination as a requirement to gain access to certain public places such as bars, restaurants, gyms,
theatres, etc. Vaccination was also made mandatory for travel and work purposes (e.g., for first line
health care staff).

Tensions arose from the decision to mandate vaccination for healthcare workers, which also
highlighted some conflicting ethical values (Gur-Arie et al., 2021; Olick et al., 2021; Parker et al., 2021).
For example, in early 2022, unvaccinated healthcare workers in England faced a threat of being sacked
if they did not get vaccinated (Wylie, 2022). There is no doubt that healthcare providers are committed
to putting patients first. However, they also have the fundamental right of autonomy to make
voluntary informed decisions about their own health, including refusing unwanted medical
interventions. In this case, respecting the principle of autonomy limits the duty to accept vaccination
for the benefit and protection of others, and is a shield against any mandate that overrides individual
choice (Olick et al., 2021). However, less vaccination equates to more sick days and possibly staff
shortages, amidst strained resources and high admission rates, which endangers patients’ lives. In the
balancing of principles and consequences therefore, institutions are required to take decisions that
maximise immunisation coverage, while also minimising infringement on healthcare workers’ rights
of autonomy and informed consent (Olick et al., 2021).

Vaccination mandates may also contribute to increasing discrimination between society groups, due
to non-vaccinated people being refused access to specific places, services, or activities (Bardosh,
2022). This may disproportionately affect already marginalised groups, such as those already facing
barriers in accessing services. The WHO advises that efforts be made to demonstrate the benefit and
safety of vaccines to encourage acceptance, and that stricter regulatory measures be considered only
if these means are not successful (WHO, 2022a).

4.2.2.3. Restriction of movement

Lockdowns, mandatory quarantine, and border control are some examples of ways in which people’s
movements have been restricted in response to a pandemic, to curb the spread of the pandemic
disease. These measures also highlight ethical tensions between the collective good and individual
rights and require that considerations be made on the extent to which individual rights and freedoms
can justifiably be restricted in order to achieve intended public health goals (Bayer, 2007; Smith &
Upshur, 2019). In the same line with vaccine mandates, these mandatory measures should only be
instituted as a last resort, when voluntary measures cannot reasonably be expected to succeed, or
when the failure to institute these measures is likely to have a substantial impact on public health
(Smith & Upshur, 2019).

Key messages on ethical issues:

It is generally agreed that care should be provided in as equitable a manner as possible during
pandemics, and that decision-making processes for resource allocation should be reasonable,
transparent, and underpinned by ethical principles such as fairness and justice. However, to ensure

consistency and accountability in responding to pandemics, preparedness plans need more than a
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commitment to acting reasonably and with transparency. Various frameworks exist that address the
equitable distribution of resources and the prioritisation of public good vs individual rights (see
appendix C). However, these frameworks are developed from different sets of ethical and moral
standards. There is a need for a value-based decision-making framework that clarifies what ethical
values should be prioritised during pandemic preparedness and response, to attain consistency and
transparency across countries.

Secondly, the benefits of measures such as surveillance and mandatory vaccination in protecting
public health are well recognised. However, while acknowledging that there are national legislations
that establish a duty to conduct surveillance, which also set restrictions on their implementation, it is
important to note that ‘legal’ does not also equal ‘ethical’. It is therefore essential to consider the
ethical implications of pandemic response measures, including the potential value conflicts that they
may bring about. Measures that violate individual rights should also only be instituted as a last resort,
when voluntary measures cannot reasonably be expected to succeed, or when the failure to institute
these measures is likely to have a substantial impact on public health. This should be combined with
clear and understandable communication explaining the reasons why these measures have been
taken, recognising that this inevitably limits individual rights, but emphasising the exceptional and
temporary nature of the measures taken.

4.3. Legal issues in pandemic preparedness & response

The importance of legal preparedness during pandemic preparedness and response is well recognised.
During emergency situations, laws could authorise certain actions that would otherwise not be
permitted, thereby allowing more flexible responses to improve public health. However, there are
important legal considerations to make when preparing for or responding to pandemics. These legal
issues are discussed below, as they apply to the sharing of data and resources, current governance
and policies, basic human rights and government support schemes.

4.3.1. Sharing of data and resources across organisations & geographic boundaries

Data sharing plays a critical role in the development of public health responses and is a valuable part
of the pandemic preparedness and response process. An example of the importance of data sharing
can be seen from the response to the SARS-CoV-2 pandemic, where sequencing results of the viral
genome shared by Chinese scientists became instrumental to the development of the COVID-19
vaccine (Cohen, 2020). Another example is the creation of the COVID-19 Data Portal by the European
Commission, which allowed researchers around the EU to collect and share new data regarding
COVID-19 (Harrison et al., 2021). By allowing for the rapid open sharing of data, the platform served
as an effective measure to support the monitoring and management of the pandemic. Other benefits
of data sharing include an increase in cooperation and transparency between organisations around
the world, an increase in knowledge about health issues, and acceleration in research which could
create effective health programmes for the global population (European Commission, 2020a; Van
Panhuis et al., 2014). Investing in data sharing systems will be beneficial for public health agencies, as
sharing information on interventions, transmission, cases, deaths, etc between countries will leave
them better equipped to tackle public health threats (Kupferschmidt, 2014).
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The General Data Protection Regulation provides rules and regulations for data protection and privacy
in the European Union and the European Economic Area (Voigt & Von dem Bussche, 2017). It serves
as the legal basis for public bodies involved in collecting, sharing, and processing data. Specific types
of personal data (such as health data, biometric information, genetic data, data concerning a person’s
sex life or sexual orientation or data revealing racial or ethnic origin, political opinions, or religious
beliefs) are subject to additional protection under the GDPR, as outlined in Article 9 (Voigt & Von dem
Bussche, 2017). According to this guidance, health data can only be processed if it serves the interest
of public health and protects from cross-border health threats. The GDPR increases transparency and
gives individuals rights such as the right to access, rectify or erase their personal data. Failure to
comply with GDPR regulations, such as through violation of privacy and security rules, can result in
penalties and hefty fines (Voigt & Von dem Bussche, 2017). Organisations processing health data must
therefore follow strict regulations to ensure GDPR requirements are met. However, several
governments around Europe faced criticism for not adhering to data protection rules and regulations
during the COVID-19 pandemic.

In 2020, the Croatian government came under fire from critics after proposing a law, known as the
Electronic Communications Act, that would allow authorities to track and monitor the phones of
individuals undergoing self-isolation (Vladisavljevic, 2020). In Bulgaria, an amendment was proposed
to the Electronic Communication Act which would have allowed the police permission to access traffic
data to ensure that individuals were following mandatory isolation regulations. However, this was
deemed illegitimate by the Constitutional Court, as it was invasive to individual privacy (EU-FRA, 2020).
Germany launched the Luca app for the public, to help with contact tracing during the COVID-19
pandemic. In January 2022, German police came under intense scrutiny by privacy advocates and the
public after they used the Luca app to help track down witnesses in an investigation (Pannett, 2022).
Under Germany’s strict data protection regulations, the data on the app should not be accessed by
non-health authorities or used in investigations. In 2020, the Data Protection Commission stated that
the Wexford County Council in Ireland failed to comply with national and EU data protection laws
when they used drones to monitor public movement during the lockdown (Brennan & McConnell,
2020). The council started using drones to monitor illegal dumping, and to monitor holiday homes and
caravan parks to ensure compliance with quarantine measures (Brennan & McConnell, 2020). A data
protection impact assessment which is usually completed for projects which have privacy issues or
complications, was not carried out before the project. While acknowledging that the collection and
sharing of health data between countries is a useful way of getting better equipped for future
pandemics, data protection and privacy issues need to be tackled, such that these processes meet all
necessary legal requirements.

There are also legal issues around the use of open-source health data. For one, it is important to
ensure that the data uses anonymisation/pseudonymisation techniques to reduce the risk of
identification before making the data accessible to anyone (Rodriguez et al., 2022). Article 6 and 9 of
the GDPR contain legal information related to the processing of health data for research purposes
(Voigt & Von dem Bussche, 2017). Although anonymised data (where you cannot possibly identify
individuals) is not subject to the GDPR, pseudonymisation is regarded as an additional safeguard which
needs to be used in scientific research to ensure compliance with the principle of data minimisation
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under Article 89 (Voigt & Von dem Bussche, 2017). The European Data Protection Board (EDPB)
stresses that data protection rules such as GDPR do not hinder measures taken in the fight against
pandemics, and that even in these exceptional times, data controllers must ensure the protection of
personal data and considerations should be taken to guarantee the lawful processing of personal data
(European Data Protection Board, 2021).

4.3.2. Current governance and policy

In times of crisis such as during pandemics, public governance matters more than ever. Governance
arrangements play a critical role in countries’ immediate responses to pandemics and continue to be
crucial to recovery once a crisis has passed. An example can be seen from the rapid development of
vaccines against COVID-19, which was considered an ‘extraordinary achievement’ (OECD, 2021).
However, as previously discussed, successfully vaccinating the global population presented many
challenges, from production to distribution, deployment, and importantly, acceptance. Trust in the
vaccines is vital and critically dependent on good governance — that is, the ability of governments to
communicate the benefits of vaccination, and to deliver the vaccines safely and effectively (OECD,
2021).

Global governance during pandemics has been heavily influenced by evidence-based medicine (EBM)
and reinforced by particular groups of actors, including policymakers, politicians, and the medical
community. As such, pandemic-related policy is often dominated by biomedical knowledge and
practice (Salajan et al., 2020). This system primarily bases evidence on systematic reviews of
randomised controlled trials, which are classed as the ‘gold standard’ of evidence. This is followed
closely by meta-analyses (systematic reviews that use quantitative methods to summarise the results
of trials). Meanwhile, expert opinions are regarded as the lowest category of evidence (Kamradt-Scott,
2012). While acknowledging that scientific evidence plays a critical role in the policy dialogue, the
problem is that EBM biases pharmaceutical-based measures (such as vaccines and antiviral
medications) which can easily be tested and evaluated by the ‘gold standard’ methods, over other
public health interventions such as face masks, hand washing and social distancing measures. In
addition, resulting policies tend to promote vaccines and antiviral medication as the ultimate indicator
of pandemic preparedness, which downplays the importance of other legitimate public policy
responses and pays inadequate attention to the weak capacity of many health systems (Kamradt-
Scott, 2012). There is also less focus on educating the population to improve their understanding of
the complex biological reality and the basic principles of good crisis management, which is equally an
essential aspect of controlling an ongoing pandemic and an efficient way to prepare for a future
pandemic crisis.

The COVID-19 pandemic for example, highlighted critical weaknesses in the public health and health
emergency laws and legal capacities of several countries, often rooted in rudimentary and outdated
laws that hampered response efforts (WHO, 2021a). It also underlined the impact of other legal
frameworks on health emergency preparedness and response, such as those underpinning the health
system and access to health services, and those beyond health, such as those influencing overall
governance. The WHO identifies that there is a need to capture the lessons from COVID-19 and
consider opportunities to strengthen countries’ legal preparedness beyond COVID-19. They also
suggest that effective pandemic responses require comprehensive advance planning efforts that

include assessments of complex legal issues and authorities. Four factors have been identified as core
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concepts for a comprehensive public health legal preparedness plan: laws, competencies,
coordination, and information (Benjamin & Moulton, 2008). Laws must be based on contemporary
legal principles by individuals who can apply this to public health goals (Martin, 2008). They can help
facilitate transparent, consistent, and sound decision-making among health-care entities and
practitioners during responses and may provide important liability protections during emergencies
(Courtney et al., 2014). Lee (2020) adds that open communication about challenges faced by the
government can encourage civic contribution to solutions, where bottom-up community-led
initiatives can complement the work of government. Educating communities about the severity of
pandemics and the complexities of pandemic management is another critical factor that can enhance
public understanding and hence, receptivity and compliance with messages delivered by public health
authorities (WHO, 2021c).

4.3.3. Mandatory measures and legal rights

As described earlier, various mandatory measures were introduced in European countries to reduce
or limit the transmission of pandemic diseases. These measures are often accompanied by sanctions
for persons not abiding with the restrictions, ranging from fines to imprisonment. There have been
some negative reactions by the public in relation to some of these mandatory measures, with people
expressing that their personal rights were being violated. Using examples from COVID-19, the sections
below discuss legal rights infringements caused by restricted movements, mandatory vaccination, and
surveillance systems. Important legal considerations for future pandemic preparedness planning are
also highlighted.

4.3.3.1. Restrictions on movement and large-scale gathering

Restraint is an act carried out with the purpose of restricting an individual’s movement, liberty and/or
freedom to act independently (Equality & Human Rights Commission, 2019). An act of restraint must
comply with basic legal principles, and there must be a legal framework governing its use. The rules
and safeguards in the legal framework must also be sufficient to guarantee against the risk of abuse
or interference with individuals’ rights and should prevent any risks to health and well-being (Equality
& Human Rights Commission, 2019). It is therefore important for pandemic plans to consider the
legality of human rights restrictions.

The Health (Amendment) Act 2021 in Ireland set mandatory quarantine for individuals coming into
the state from specific areas known to have high risks of COVID-19 transmission, or any variant of
concern (Houses of the Oireachtas, 2021). Persons found guilty of an offence under this act could be
given a fine (€2,000) or imprisoned for up to one month. An incident occurred in 2021, where a
woman’s father died on the day she entered mandatory hotel quarantine and she was denied
permission to visit her father (Molloy, 2021). In its decision letter, the Department of Health stated:
‘The attendance at a parent’s funeral or in the aftermath of their death does not amount to an
exceptional or urgent humanitarian reason which would make it necessary and proportionate to end
the applicant’s quarantine’ (Molloy, 2021). Referring to the health system as ‘heartless’, the woman
described the experience as ‘dehumanising’ and showing a lack of empathy and disregard for people’s
lives and personal circumstances. The imposition of mandatory hotel quarantine on international
travellers has also been criticised for being discriminatory, unjustifiable, and amounting to a breach
of Article 5 of the European Court of Human Rights (PGMBM, 2021).
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Similarly, Germany’s COVID-19 legislation (The Ordinance on Coronavirus Entry Regulations
(Coronavirus-Einreiseverordnung — CoronaEinreiseV) came into force in September 2021 and
regulates a uniform, nation-wide obligation to register, quarantine and provide proof, as well as a ban
on carriage from areas of variants of concern (Federal Ministry of Health, 2022). As with Ireland,
persons aged 12 or over had to possess a negative test result or proof of vaccination or recovery when
entering the country for a period of time. Administrative fines (up to €25,000) could be given to those
who broke the rules (Federal Ministry of Health, 2022). Members of the general population in
Germany have been protesting restrictions and vaccination mandates, expressing that their personal
freedom is being threatened (Hill, 2022).

In addition to regulations which affected individuals from entering into a country, several countries
imposed limits on the number of people attending social gatherings and introduced legislations that
brought in lockdowns and mandatory isolation. There have been reports of protests against these
restrictions in several countries, e.g., in England, France, Germany, Canada, the USA, Croatia, Norway,
etc (see figure 3) (Bardosh et al., 2022; Dyer, 2022; Kowalewski, 2021; Paterlini, 2021).

A
Berlin, 2020

Figure 3: Protests against restrictions on movement and large-scale gatherings (Darragh, 2021; Hermann,
2020; GoToVan, 2020; Becker, 2020)

4.3.3.2. Mandatory Vaccination

Similar to the responses to restrictions on people’s movements and gatherings, the introduction of
mandatory vaccinations has also been an extremely controversial topic, leading to public protests in
various countries. For example, Austrian protesters rebelled against it, expressing that it takes away
their power of personal choice (Bell, 2022). The Austrian government suspended the law in 2022, with
the Minister stating that it is encroachment of people’s fundamental rights, and that the mandate
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could no longer be justified (BBC News, 2022). In England, The Health and Social Care Act 2008
Amendment (Department of Health & Social Care, 2021) which required health and social care
workers to be vaccinated against COVID-19 was met with a lot of criticism from various authorities
(House of Lords). The government faced pressure to scrap the mandate, as they argued that it would
lead to a staffing crisis (Rodger & Blackshaw, 2022). In addition, as the Omicron variant became
dominant in early 2022, it became apparent that the vaccination of healthcare workers would no
longer protect patients from infection, which was the rationale for mandatory vaccination of
healthcare workers in the first place. As a result, regulations started being lifted from March 2022 in
England (Department of Health & Social Care, 2021).

Countries around Europe also enforced measures which allowed only people vaccinated against
COVID-19 or those who produced a recent negative PCR test entry into public spaces such as
restaurants and pubs. Unvaccinated citizens were therefore banned from using leisure facilities such
as entering bars and cinemas, attending sports events, or taking domestic flights. Thousands of
protesters in European countries have opposed the use of vaccination certificates and other
requirements regarding vaccination, especially as these were not equally applied everywhere due to
the economic impacts of these measures and their threats on the viability of businesses such as
restaurants and leisure facilities (Bardosh et al., 2022; Vergallo et al., 2022). In addition, while places
like restaurants were the primary targets, there was no concrete evidence to prove that these places
were a hot spot for transmission. As such, inconsistent measures without concrete evidence on which
these decisions were based made them incomprehensible, and fuelled opposition and lack of trust
from the population, as well as from the managers of these facilities to whom the economic impacts
of the measures taken were highly visible.

4.3.3.3. Surveillance

Surveillance systems such as contact tracing apps and drones have important legal implications,
especially concerning privacy and data protection. As already elaborated in section 4.3.1, various
governments were criticised for not adhering to data protection regulations during COVID-19. In
addition, the use of surveillance systems has been associated with acts of racism, discrimination, and
police violence, which have led to further oppressions of marginalised groups (Bailey et al., 2021;
Yearby, 2021). These have prompted negative reactions from the public, including protests against
racial injustice and police brutality (Bailey et al., 2021; Lacoella et al., 2021; Krieger, 2020).

4.3.4. Government support schemes

During the COVID-19 pandemic, several government schemes were rolled out to provide discretionary
financial support to various groups of people e.g., the Pandemic Unemployment Payment for Irish
employees and self-employed people who lost all their employment due to COVID-19; the Coronavirus
job retention scheme for workers in England; and the self-employment income support scheme for
self-employed workers in the UK. To ensure compliance with human rights laws, it is crucial for
governments to be transparent in justifying the decision-making processes behind these measures,
including how they balanced competing interests and the evidence on which their decisions were
based.
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Key messages on legal issues:

The intent of pandemic response measures is usually clear from a public health perspective. However,
policy makers also have a duty to carefully consider the effects that these measures could have on
the public. If such mandates threaten to undermine the public’s confidence and trust (for instance by
a lack of evidence supporting them and by the major impact they may have on the economy and/or
well-being), they could affect both compliance, and adherence to other important public health
measures (Shetty, 2010). It is also important to recognise how such mandates may create additional
barriers or inequities for some populations in society, making it more difficult for them to access jobs
and other essential services (Bajos et al., 2021; Bardosh et al., 2022; Baylis & Kofler, 2021).

Various guidance documents and resources exist to address some of the legal issues identified in this
review. Examples of these include the International Health Regulations (IHR) which provide an
overarching legal framework that defines countries’ rights and obligations in handling pandemic
events (WHO); EDPB guidelines and Directive 2002/58/EC (European Parliament, 2002) which
regulate the use of location data and contact tracing tools; and the EU Decision 1082/2013
(Guglielmetti, 2016) which provides rules on epidemiological surveillance, monitoring and early
warning in pandemic preparedness. However, some of these legislations have no enforcement
mechanisms (Speakman et al., 2017), while others have no formal sanctions or penalties associated
with non-compliance (Wilson et al., 2020).

National legislations are a necessary step towards ensuring compliance during pandemics and are the
strongest form of national commitment as they provide a clear image of actions that need to be
implemented. There is therefore a need to ensure that current legislations clearly outline how ethical
and legal issues associated with pandemic response measures can be addressed.

4.4. Social issues in pandemic preparedness & response

There is broad consensus that social determinants play a significant role in the development of
diseases and are an important contributor to health inequalities. Findings from previous pandemics
suggest that social determinants of infection risk and disease severity contribute to aggravated social
inequalities in health, and thus widen the health gap (Burstrom & Tao, 2020; Lowcock et al., 2012).
However, these findings are rarely acknowledged in the planning and implementation of pandemic
response measures (Hoven et al., 2022). Identifying vulnerable groups and populations at risk is crucial
for reducing the social gradient in health during a pandemic.

4.4.1. Defining Vulnerability

Vulnerable populations are individuals who are much more at risk than the rest of the population to
the consequences of public health measures that have been imposed to control the spread of
pandemics, due to their living conditions (Sokat & Altay, 2021). This increased risk may exacerbate
their already challenging social and economic life situations. Examples of vulnerable persons as
defined by the (ECDC, 2022) and (European Commission, 2021) include minors, disabled people, the
elderly, pregnant women, people on low incomes, ethnic minorities, victims of human trafficking,
persons with serious illnesses, persons with mental disorders, persons in long-term care facilities and

persons who have been subjected to torture, rape or other forms of physical, psychological or sexual
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violence, such as female genital mutilation. Healthcare workers are also an important vulnerable
group during health emergencies, due to the huge workload they have to bear, the high levels of risks
they are exposed to, and the resulting implications from these (Billings et al., 2021; Smith, 2020).

The British Red Cross (BRC) classified vulnerability during the COVID-19 pandemic into three
categories, as (i) vulnerability in terms of pre-existing physical health status, (ii) social vulnerability to
disease and (iii) communication vulnerability (Thomas & Gordon, 2021) (see figure 4).

As shown in the figure, vulnerability in terms of pre-existing physical health status includes
vulnerabilities relating to clinical, human and wellbeing needs, such as pre-existing medical conditions,
mental health status, and health inequalities.

Social vulnerability considers how social and economic factors, including occupation, material and
social deprivation, family situation, legal status and race/ethnicity contribute to health risks and poor
health outcomes in vulnerable groups.

Communication vulnerability relates to factors that create difficulties in expressing one’s needs, or in
obtaining, understanding, or using information relevant to public health emergencies. Examples of
these include literacy levels, language barriers, communication materials and methods, religious
beliefs, and sociocultural influences on health perceptions.

Pandemic communication is discussed in more detail in WP5 of the PANDEM-2 project. The sections
on communication vulnerability highlight key communication considerations for the vulnerable
groups discussed in this report. An important feature of this classification system is that it recognises
multiple levels of vulnerability within each category, which enables vulnerability to be understood as
a result of different and interdependent factors and processes that create multiple dimensions
of marginalisation. The identities of vulnerable groups are very often homogenised, without regard
for the intersecting traits and factors that make some groups more vulnerable to the effects of a
pandemic than others (Kuran et al., 2020). Recognising intersectionality paints a more nuanced picture
of vulnerabilities and vulnerable groups, which is useful for identifying priority groups during
pandemic preparedness planning (Kuran et al., 2020).
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Vulnerability in terms of pre- Social vulnerability to disease Communication vulnerability
existing physical health status

Combination of: - Vulnerabilities relating to groups
Combination of: or individuals who are unable to
- Economic/financial vulnerability access, understand or react to
- Clinical vulnerability (e.g., (e.g., adults receiving social care communication about the COVID-
people over 70 or people with benefit, people receiving employment 19 pandemic
underlying health conditions) and support allowance)
& &
- Human & wellbeing needs - Social vulnerability (e.g., people with
vulnerability (e.g., people with poor access to GP surgeries,
dementia, drug-related hospital supermarkets, housing or digital
admissions or serious mental illness) platforms

Figure 4: British Red Cross COVID-19 vulnerability index

4.4.2. Impact of pandemics on vulnerable groups and considerations for pandemic preparedness
Using examples from COVID-19 and other public health emergencies, the impacts of pandemics and
pandemic responses on vulnerable groups are discussed below, following the BRC categories of
vulnerability. This review will focus on four vulnerable groups that were identified as priority in the
literature. These are persons of migrant origin, older adults, healthcare workers and people with
disabilities. Important considerations for future pandemic preparedness planning are also highlighted,
to minimise further risks to these vulnerable populations.

4.4.2.1. Persons of migrant origin

(i) Vulnerability in terms of pre-existing physical health status

Migrants were identified as high-risk groups for COVID-19, as they were disproportionately
represented among cases (Hayward et al., 2021). They were also shown to have significantly higher
risks of hospitalisation and mortality compared to their peers in the general population (Coyer et al.,
2021; Drefahl et al.,, 2020; Indseth et al., 2021). There are several factors associated with the
disproportionate risk among migrants including biological and genetic susceptibilities, high-risk
occupations, overcrowded accommodation, barriers to access to information concerning preventive
measures (e.g., due to the language barriers), difficulties in accessing treatment and public health
services, and reduced entitlement (Hayward et al., 2021). Migrants living in precarious situations such
as refugees in camps are also particularly vulnerable due to existing illnesses, prevailing malnutrition,
or poor health in general (Hargreaves et al., 2020; lacobucci, 2020). In addition, they often have limited
access to water, sanitation systems and health facilities (Hargreaves et al., 2020).
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The implementation of certain pandemic measures may also exacerbate the risks of pandemics for
migrant groups. For example, restricting people’s movements often leads to a deterioration of healthy
lifestyle factors such as nutrition, physical activity, sleep, and increased alcohol consumption. These
factors are known to increase the risks of underlying medical conditions including cardiovascular
disease, type-2 diabetes, and obesity, which are highly prevalent among migrant groups (Hayward et
al., 2021; Wernly et al., 2020). Findings from France and Sweden showed examples of these — asylum
seekers and undocumented migrants in France were shown to have a high prevalence of diabetes,
hypertension, and obesity during COVID-19 (Gosselin et al., 2020), while 65% of refugees in Sweden
were reported to be either overweight or obese compared to 50% in the general population (Elisabeth
et al., 2020). These underlying medical conditions were associated with worse COVID-19 outcomes
(Hargreaves et al., 2020; Hayward et al., 2021; Palmer et al., 2020; Pécout et al., 2021). Hospital visits
for management of comorbidities were also identified as a further risk of exposure to COVID-19
(Hayward et al., 2021). Factors like nutrition and physical activity are therefore important to consider
when planning restrictions in the general population, as they may further widen gaps in health
outcomes for some groups. Studies have also documented disproportionately worse mental health
outcomes in migrants during pandemics, mostly related to social and economic factors including
migrant-related stressors, stigma, and discrimination (Chander et al.,, 2021; Czeisler et al., 2020;
Spiritus-Beerden et al., 2021). These are discussed in further detail under social vulnerability. Mental
health outcomes have been worse for asylum seekers and refugees, who already suffer from increased
discrimination and elevated stress regarding material and medical daily needs (Spiritus-Beerden et al.,
2021).

While there is evidence identifying causes of increased risks of infection during pandemics and poor
outcomes in migrant populations, the data is fragmented and not comparable across countries. For
example, unlike the popular finding that migrants are at increased risk, some countries (e.g., Italy)
reported fewer adverse impacts in migrant groups compared to the general population (OECD, 2020).
These discrepancies were attributed to differences in demographic structures and the different ways
in which the pandemic hit across countries. Some countries such as the UK also do not report data on
mortality for immigrants (this is available for ethnic minorities, but not by migrant status) (OECD,
2020). Hayward et al. (2021) also reported that while comorbidities were recognised as a risk for
migrants and refugees, they were poorly documented during the COVID-19 pandemic. These gaps are
critical for pandemic preparedness planning, as the lack of comparable data challenges the collection
and monitoring of data that is truly representative of the population, which impedes good policy
development. The WHO emphasises the need for investments to improve the quality, relevance, and
completeness of health data on refugees and migrants (WHO, 2022b).

(ii) Social vulnerability to disease

Ethnic minority groups are more likely to face life situations that increase their risks of adverse health
outcomes compared to the general population. Examples of these include high rates of
unemployment and job losses, working under precarious circumstances (Baptist et al., 2020) et al.,
2020), experiencing food and housing insecurity, living in deprived neighbourhoods, living on low
incomes, or living in confined spaces with large families (Burton-Jeangros et al., 2020). Access to
healthcare, including difficulties in accessing medication and public health services, also appear to be
common challenges experienced by migrant groups, as reported during previous health emergencies
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(Baptist et al., 2020; Schoch-Spana et al., 2010). Other studies have reported fear of stigmatisation as
a common worry among ethnic minority groups, due to pandemic diseases being socially associated
with these groups (Eichelberger, 2007; McCauley et al., 2013; Pang, 2021). For example, SARS with
Asian populations, HIN1 with Hispanic populations, and Ebola with African populations (Yashadhana
et al.,, 2022). This is often fuelled by the abundance of incorrect information or ‘harmful’ advice and
fear-based messages being disseminated relating to ethnic minorities via traditional and social media
(e.g., Cheah et al., 2020; Yang et al., 2020). This stigmatisation often manifests as abuse (verbal and
physical), avoidance or hyper-surveillance (Pang, 2021). Consequently, some migrants resort to
countering this stigma by displaying avoidance behaviours such as refraining from contact with
people, spaces and objects associated with their cultural backgrounds (Zheng et al., 2005). Such
actions and experiences play a heavy toll on the mental wellbeing of these populations. For instance,
in the UK, there were increased reports of abuse, self-harm and suicidal thoughts among ethnic
minority groups during COVID-19, compared to the white population (Lob et al., 2020). The impacts
are even worse for some migrant groups who have limited state protections, such as asylum seekers,
refugees, and undocumented migrants.

The socioeconomic limitations faced by migrant groups also highlight their increased vulnerability to
the economic consequences of pandemic response measures like lockdowns, social distancing, and
business closures. For instance, living in low-income households may influence people to go against
public health stay-at-home orders, as a necessity to provide for their families. It should therefore be
recognised that poverty places significant demands on people, which could limit their ability to comply
with certain restrictions. Moreover, there is ample evidence to suggest that in the aftermath of a
disaster, economic inequality increases (Jetten et al., 2017). Considerations should be made to
empower people — for instance, by providing alternative solutions such as temporary financial
assistance, to allow them to stay at home when required.

Other measures that were implemented in response to the COVID-19 pandemic such as school
closures and distance learning for children also created additional challenges for migrant groups. For
example, low-income parents may not have access to a computer or internet connection at home, or
migrant parents may not have the resources to help their children with their homework (e.g., due to
language barriers). The physical and psychosocial needs of migrant groups should be considered
during pandemic preparedness planning, and this should include identifying different needs within
these groups. If not properly addressed, it is likely that these issues will become even more dominant
and difficult to address in subsequent pandemics. Representation of ethnic minorities in the planning
and implementation of healthcare strategies are also key to identifying and addressing the specific
concerns of ethnic minorities at policy level.

(iii) Communication vulnerability

The diverse needs and circumstances of target communities should be at the centre of health
messages, especially those involving behaviour change. Culturally appropriate health information and
messaging is key to pandemic preparedness and response. To be successful, generic approaches
should be avoided. Rather, communication should be culturally sensitive and integrate the needs of
target audiences. Surveys aimed specifically at migrants and minority populations could help highlight
communication needs and gaps, to better inform pandemic preparedness and response interventions.
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Messages should be tailored to the needs of these groups to enhance understanding, e.g., by
translating information into different languages, providing interpreters where required, and engaging
target communities, and collaborating with community leaders in identifying language that retains the
meaning of core messages and considers their cultural context (Behaviours, 2020). For example, words
such as shielding and self-isolation do not retain the same meaning and cultural context when
translated to other languages (SPI-B, 2020). Communication methods should also be tailored to reflect
socio-cultural influences and drivers of behaviour, which may be different from those of non-migrant
or majority populations. Digitalization and virtual consultations during COVID-19 caused increased
inequalities in access to healthcare for many migrants and refugees due to poor digital literacy and
access to technology (Arya et al., 2021; Knights et al., 2021). Actively involving migrant communities
in all stages of the creation and distribution of health messages can serve to encourage widespread
participation in prevention programs (e.g., vaccination) and empower migrant and minority
healthcare professionals within communities (Crawshaw et al., 2021).

Trust is an important factor in communication with migrants, as these groups may be less willing to
trust government communications on pandemic measures due to historical issues and contemporary
perceptions of institutional racism. Health messages are more likely to be accepted when presented
by people known and trusted within migrant communities (Koval et al., 2021). These include faith
groups, community leaders and lay health educators. Learning from the Ebola epidemic, using
community leaders as advocates was instrumental to promoting key public health guidance and
facilitating trust in vaccine campaigns (Dada et al., 2019). Partnerships between culturally and
linguistically diverse leaders, communities and the government are also shown to be critical for
effective health communication during pandemics (Santibafiez et al., 2015; Wild et al., 2021). These
strategies will require funding for relevant community stakeholder groups and training to understand
local community needs and deliver consistent and relevant messages.

Previous pandemics also exposed cases of misinformation, e.g., through social media (Gabarron et al.,
2021; Larson, 2018; Rocha et al., 2021), which undoubtedly contributed to further marginalisation of
minority groups. Nonetheless, social media has far-reaching capacities and should be exploited as an
information gathering tool, as well as a message dissemination tool within minority groups, as well as
the wider population. Platforms like Facebook, Twitter, Instagram, YouTube, and online blogs were
found to be major sources of COVID-19 information for many migrants (Goldsmith et al., 2022).
Misconception concerns can be addressed through effective communication strategies.

4.4.2.2. Older Adults

(i) Vulnerability in terms of pre-existing physical health status
Older age during the COVID-19 pandemic was associated with greater risks of hospitalisation (Soares
et al., 2020), disease severity (Fang et al., 2020; Zheng et al., 2020) and deaths (Bhaskaran et al., 2021;
Dessie & Zewotir, 2021). There are many potential explanations as to why this group was one of the
hardest hit by the pandemic. Older age predisposes adults to a host of underlying health conditions
such as chronic disease, hypertension, cardiovascular disease, and respiratory system diseases, all of
which were strongly associated with an increased severity of COVID-19 (Mueller et al., 2020). Being
resident in a nursing home was also shown to increase their exposure and vulnerability to the disease
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(Bernardi et al., 2021). In addition, measures such as social distancing were impractical or nearly
impossible for people with age-related neurodegenerative disorders such as dementia or Alzheimer's
disease, or those with severely reduced mobility (Ryoo et al.,, 2020). This made prevention and
treatment even more complicated for these groups.

Due to their identification as high-risk populations, older adults experienced some of the most
prolonged and extreme health intervention strategies during COVID-19. While the rationale for this
approach was clear, these interventions took a severe psychological toll on the elderly population,
resulting in increased levels of anxiety, depression, loneliness, and other adverse mental health
outcomes (Armitage & Nellums, 2020; Bavel et al., 2020). The resulting implications on the healthcare
system include increased mortality, increased need for social care, increased healthcare costs and a
further widening of age-related inequality gaps in healthcare. Pandemic preparedness plans should
therefore address the devastating impacts on older persons, both during the crisis and recovery
phases.

(ii) Social vulnerability

Older adults faced high levels of isolation during the COVID-19 pandemic, which significantly affected
their quality of life. The changes to their daily lives not only affected them as individuals, but also as
members of family units. Many older adults rely on relatives and loved ones for social support, and to
maintain their health, well-being, and safety (Hado & Friss Feinberg, 2020). However, measures such
as lockdowns and social distancing deprived many older adults from this social support and prevented
them from properly mourning the death of their loved ones. Social disconnection in elderly
populations is associated with adverse biological and mental health outcomes (Wu, 2020) and can
worsen pre-existing neurodegenerative disorders such as Alzheimer’'s disease (Plagg et al.,
2020). While age is its own inequality, the physical and mental effects on older people from more
disadvantaged socioeconomic backgrounds are more severe. For example, a survey by Age UK (2020)
found that older people whose personal circumstances were physically or financially limited e.g., not
having a garden or space or experiencing financial difficulties on top of the pandemic, made their
experience of lockdown much more challenging. This, compounded with the inability to take part in
or benefit from activities or services they previously had access to, contributed to increased levels of
anxiety and poor mental health. Pandemic response plans that include psychosocial support for older
adults may prevent aggravated mental health conditions of residents in nursing homes (Kaelen et al.,
2021). It would therefore be helpful for solutions to visitation restrictions to be considered, to ensure
that older adults can maintain their social networks and benefit from social support during such health
emergencies.

(iii) Communication vulnerability
Due to restrictions on in-person contact during the COVID-19 pandemic, the main strategy used to
reduce social isolation and facilitate communication between older adults and their families was
through information and communication technology (ICT) and family support groups (Veiga-Seijo et
al., 2022). Findings from a 2021 study showed that the more messages older adults read on a web-
based support platform, the less depressed they felt at a one-year follow up (Hwang et al., 2021). This
shows potential benefits of these technologies for combatting depressive symptoms. Compared to
older adults who used the internet daily to communicate with friends and family, those who used the
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internet less frequently reported increased loneliness, lower life satisfaction, and more depressive
symptoms (Hajek & Konig, 2022). Such findings highlight the importance of technology to bridge the
communication barrier.

However, a major barrier to the implementation of online resources for older adults is their hesitancy
to uptake new technologies (Wilson et al., 2021). Some reasons for this hesitancy include poor digital
literacy, low income, diminished interest in learning how to use new technology, difficulty in using
technological devices due to poor eyesight and hearing, and safety or privacy concerns (Moore &
Hancock, 2020; Gorenko et al., 2021). Another consideration is the accessibility of these devices, which
may be limited in some settings such as long-term care facilities. As such, while technology may have
helped bridge some gaps in healthcare communication, communication capabilities of older adults
still need to be addressed. The successful adoption of social technologies for pandemic situations will
need to first tackle elderly adult mindset around the use of technology and address poor digital literacy
around online safety (Rodrigues et al., 2022). This will require support from key stakeholders such as
technology companies and community-based organisations. The cost of such devices should be
considered, e.g., by providing access to second-hand refurbished, rented, or loaned devices, which
may help ease this burden and support uptake. Communication strategies for older adults also need
to be diverse and cover many communication channels as certain populations, such as older people,
are more informed by TV than internet (Skarpa & Garoufallou, 2021).

4.4.2.3. Healthcare workers

(i) Vulnerability in terms of pre-existing physical health status

The clinical vulnerability of health professionals during pandemics comes from the high level of risks
they are exposed to, owing to their commitment to provide care to patients. Unlike in many other
fields where workers were able to work from home during the COVID-19 pandemic, health care
workers were constantly in harm’s way, as they were required to be present physically to do their
work. As such, they faced an increased risk of infection and spreading the virus to others (Nguyen et
al., 2020). The risk goes beyond the impact to themselves, as there are implications on the health of
people with whom they live and meet outside of work.

In addition to the physical threat of pandemic diseases on frontline healthcare workers, negative
mental health impacts and their long-lasting effects are also widely documented. Studies from the
COVID-19 pandemic showed many healthcare workers reporting a decline in their mental well-being
due to anxiety relating to fear of infection and disease transmission, emotional exhaustion from
navigating difficult working conditions, directly witnessing the suffering and death of patients, guilt,
isolation from family and poor support (Creese et al., 2021; Vanhaecht et al., 2021). Reports of
increased symptoms of anxiety disorders, post-traumatic stress disorder (PTSD), depression and
burnout were also prevalent. In Italy and Spain for example, healthcare workers who worked in COVID-
19 wards reported higher levels of anxiety, insomnia, PTSD, anger, and burnout than those in non-
COVID wards (Di Mattei et al., 2021; Lucefio-Moreno et al., 2020). General practitioners in Latvia
frequently reported symptoms of depression and anxiety and working more than 48 hours during the
week was associated with a higher risk of depression (Valaine et al., 2021). In France, nurses perceived
their frontline position as a risk to their safety and wellbeing (Chandler-Jeanville et al., 2021). These
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factors challenge the ability of healthcare workers to provide care to patients, as there are increased
risks of medical errors and poor clinical decision-making (Leo et al., 2021; Salyers et al., 2017).

Healthcare workers have also faced extreme moral and ethical dilemmas relating to patient care,
which made them vulnerable to experiencing moral injuries. Moral injury is defined as profound
psychological distress resulting from actions (or the lack of them), which violate one’s moral or ethical
code (Litz et al., 2009). Examples of these include doing something one felt should not have done (such
as taking a patient off potentially life-saving treatment to make it available for another patient); failing
to do something one felt should have been done (such as failing to properly screen a patient, resulting
in other vulnerable patients being exposed to COVID-19); or feeling betrayed by other people’s actions
or inactions (such as decisions on resource allocation, patients infected after blatantly ignoring
recommended protective measures and wilfully disregarding them). Although not specifically classed
as mental illness, morally injurious events have been linked to feelings of shame, guilt, or disgust,
which can in turn contribute to the development of mental health problems, and adversely affect a
person’s ability to function effectively (Williamson et al., 2018). Implementing an independent triage
committee to take charge of deciding allocation and removal of life-saving resources and
communicating these decisions to patients’ families was suggested as a preventative measure to
protect healthcare workers from potential moral injury (Truog et al., 2020). The benefit of this
approach is that it shares the burden of making difficult ethical and moral decisions among all
members of the committee. It also removes the weight of making these difficult ethical and moral
choices from the clinician administering patient care, allowing them to focus on their role (Truog et
al., 2020).

(ii) Social vulnerability
Healthcare workers face multiple work-related challenges during health emergencies, including
increased workload, a general lack of public and organisational recognition, and feelings of
disempowerment (May et al., 2021). In addition, they are placed in a sensitive position where their
commitment to the duty to treat may conflict with concerns about protecting themselves and their
families (McConnell, 2020). The increased mental burdens among healthcare personnel have been
associated with a high tendency to take sick leave and intentions to change profession (Réthke et al.,
2021). Some healthcare workers also faced financial instability, due to earning low wages and having
limited savings to fall back on when they were unable to continue working as a result of getting
infected (Almeida et al., 2020).

Several factors from COVID-19 response efforts contributed to healthcare workers experiencing
mental distress. For instance, in situations where frontline healthcare workers needed support from
leaders, many felt they received the opposite, which perpetuated feelings of pain, frustration, and
anger (Billings et al., 2021). Secondly, the limitation of resources such as PPE and ventilators during
COVID-19 caused healthcare workers significant moral distress, and negatively impacted their feelings
of personal safety (Nelson et al., 2022). While acknowledging that leaders themselves faced significant
pressures which may have influenced their approaches to employee mental wellbeing, it is important
for leaders to support healthcare workers’ ability to share concerns and questions without being
treated as the problem (Giusino et al., 2022).
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The above findings highlight the need for social support for healthcare professionals. A review of the
psychological impact of previous health emergencies on healthcare workers and first responders
identified social and occupational factors that influence psychological outcomes, including training
and preparedness, extent of traumatic exposure, social support, job demands, perceptions of safety
or risk, and impact on personal life (Brooks et al.,, 2017). These factors should be taken into
consideration during pandemic preparedness, to ensure that healthcare workers are adequately
supported. (Shanafelt et al., 2020) also identified five key requests from healthcare workers, reflecting
their concerns during the COVID-19 response. These were: ‘hear me’, ‘protect me’, ‘prepare me’,
‘support me’, and ‘care for me’. Addressing these issues during future pandemic preparedness plans
would facilitate personal protective factors (e.g., sense of control) and resilience among healthcare
workers (Uphoff et al., 2021). Other mechanisms to help healthcare workers feel protected in the
workplace include staff feedback sessions, which would allow them to contribute to decision-making
in the workplace. It would also be useful to develop a toolkit with guidelines, protocols and resources
on biosafety and biosecurity for first responders, clinical staff, and laboratory personnel during cross-
border responses. In addition, it would be helpful for front-line staff to be made aware of the potential
of encountering morally injurious events in their role when handling healthcare emergencies.
Discussing these issues in advance could help enhance psychological preparedness.

(iii) Communication vulnerability

As witnessed during the COVID-19 pandemic, policies and practices change often. A recent study
suggests that 35% of healthcare workers felt that their organisation was either not effective or only
slightly effective at communicating system-based changes (Nelson et al., 2022). Lack of clear
communication and inconsistent enforcement of policies, rules and practices by organisational leaders
can breed uncertainty, which can lead to fear and anxiety, and potentially, a loss of trust in leadership.
Inconsistent enforcement of policies, rules and practices by organisational leaders can also increase
the potential for HCWSs experiencing anxiety and stress (Nelson et al., 2022; Uphoff et al., 2021). Thus,
clear and frequent communication is key to helping healthcare workers feel protected and in control.
Healthcare workers can also offer perspective as both individuals working in precarious conditions,
and as individuals witnessing the effects of the pandemic on a population. Communication with
healthcare workers therefore needs to better incorporate their feedback. In fact, prevention
strategies could focus more intensively on the most at-risk groups, specifically young nurses who work
in at-risk services, mainly in emergency and internal medicine (Rodriguez de Limia Ramirez et al.,
2021). In planning for future public health crises of COVID-19 scale, healthcare leaders should be
sensitive to the fragility of trust in the workplace and be equipped to address it. Breaches of trust by
leaders, whether intentional or unintentional, can erode employee satisfaction, work engagement,
and attrition.

Reflections from the USA by (Salmon et al., 2021) highlight how effective communication will require
rapid and rigorous science to promptly differentiate between adverse events following immunisation.
Health care providers will need support to process relevant information and effectively integrate it
into discussions with their patients to support their decision making. Hospitals should implement
policies ensuring that all staff receive information, equipment, and support necessary to battle the
current crisis and protect essential workers (Maurer et al., 2020).
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4.4.2.4. People with disabilities

(i) Vulnerability in terms of pre-existing physical health status

Disability is an umbrella term which can include physical, mental, or intellectual impairments that
substantially limit major life activities (Altman, 2014). What is less clear about people with disabilities
is exactly how their health was affected due to pandemic-related restrictions. Shakespeare et al.
(2021) describe the situation from COVID-19 as a ‘triple jeopardy’, as people with disabilities were
differentially affected due to three factors: the increased risk of poor outcomes from the disease itself,
reduced access to routine health care and rehabilitation, and the adverse social impacts from
pandemic mitigation measures. Taking the UK for example, data published by the Office for National
Statistics in 2020 showed that disabled people accounted for 59% of COVID-19 deaths (Putz & Ainslie,
2020). People with severe mental illness and learning disabilities in the UK had high risks of hospital
admissions and deaths due to COVID-19 (Beaney et al., 2022; Williamson et al., 2021); and they had
higher rates of depression compared to non-disabled people (Williams, 2021).

There were also reports of increased anxiety, depressive symptoms, and generally poor mental
wellbeing in adults with autism in various countries including Spain, Belgium, the Netherlands, and
Australia (Hedley et al., 2021; Lugo-Marin et al., 2021; Oomen et al., 2021). These were often in
relation to the lockdown and decreased social interaction. Another effect of the lockdown was a
decrease in their physical activity levels (De Boer et al., 2021; Rogers et al., 2020); which, as earlier
explained, contributes to an increased risk of underlying health conditions such as cardiovascular
disease, obesity, and hypertension (Palmer et al., 2020; Pécout et al., 2021). People with severe
mental illness also had a heightened risk of relapse due to their high susceptibility to stress under
lockdown measures, and an overall reduced ability to cope with stress in disaster situations compared
to the general population (Jesus et al., 2021). In addition, many disabled persons experienced a lack
of access to specialist facilities, therapies, and equipment, which had negative impacts on their
behaviour, mood, fitness, and learning (Theis et al., 2021).

People with disabilities may be at greater risk of developing more severe cases of pandemic diseases
if they become infected, partly due to their already existing health conditions and compromised
immune system functions. It is important to plan for the continuation of disability services during
pandemic preparedness, to ensure that people with disabilities can always access the healthcare
services and public health information they require. More on communication with people with
disabilities during pandemics is discussed under communication vulnerability below.

(ii) Social vulnerability

According to a report by the United Nations (2020), people with disabilities experienced widespread
discrimination and exclusion during COVID-19, which exacerbated existing inequalities resulting in
them dying at higher rates, being pushed further into poverty, and excluded from pandemic response
measures. They identified numerous barriers to accessing health care that people with disabilities
experienced during the pandemic, including inaccessible information, transport and health care
facilities, lack of trained staff, extra costs, lack of support services or rules that prevent those seeking
health care to be accompanied by a personal assistant or a family member (United Nations, 2020).
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There were also discriminatory medical protocols that resulted in people with disabilities infected with
COVID-19 being denied lifesaving treatment. For example, clinical frailty scales that inform triage
policy often classified people who were unable to do everyday tasks like cooking and dressing
independently as ‘frail’ (Rockwood & Theou, 2020). Such classifications would deny life-saving
treatment to persons with other forms of disability, such as intellectual impairments and long-term
stable conditions like cerebral palsy. People with disabilities have also had blanket ‘Do Not Attempt
Resuscitation’ notices imposed on them without their consent (Glasper, 2021). Various authors have
attributed these discriminatory medical protocols to ableist assumptions about the overall health of
people with disabilities, and negative assumptions about their quality of life (Andrews et al., 2021;
Mukherjee et al., 2022; Panocchia et al., 2021).

There have been reports on other challenges such as reduced access to food, essential supplies, health
and social care, and reduced access to education for children and young people with special
educational needs and disabilities (Friedman, 2021; Karpur et al., 2021; Ofsted, 2021) 2021). The
economic impact of COVID-19 was also shown to have a disproportionate effect on disabled people,
with pay gaps being identified (Friedman, 2022). In addition, many people with disabilities have
experienced an increase in their expenses as the costs of regular medications, food and safe transport
have increased, meanwhile their income levels decreased (Friedman, 2022). The intersections of
disability with poverty mean that people with disabilities often live in precarious situations which may
make it more likely for them to contract the disease and become seriously ill, or where it is difficult
for them to maintain practices like social distancing and personal hygiene. Another major challenge
for this group is the loss of social support systems and worries about losing their social skills due to
reduced social interactions and loss of regular care services (Jesus et al., 2021; Oomen et al., 2021). In
fact, those with a higher disability degree reported lower social function, decreased well-being, and
anincrease in risk behaviour. Enacting preventive measures such as social distancing was also difficult,
due to additional support needs or people with disabilities being institutionalised (Oomen et al., 2021).

As declared by the UN, there is a need to challenge and remove assumptions that create barriers for
people with disabilities in accessing health care (Hendriks, 2007). Provisions should also be made to
raise awareness and provide training for healthcare professionals on the rights and diversity of people
with disabilities.

(iii) Communication vulnerability
The ability to adequately care for and support the entire population during and following pandemics
revolves around communication. When news of COVID-19 first emerged, it was typically presented as
a disease that affected the elderly and those with pre-existing medical conditions. By this definition,
young and ‘healthy’ people were considered to be at less risk. The category of underlying health
conditions was used prominently, with little reference to disability. This is problematic as there are
many people with disabilities who may not have ‘underlying health conditions’, but risk losing rights
and support if their disability is overlooked (e.g., people who are deaf and need accessible
communication) (The Health Foundation, 2021). Secondly, for people with disabilities who do have
underlying health conditions, there are multiple factors that heighten their risk of pandemic diseases.
In England and Wales for example, two-thirds of people who died from COVID-19 lived with disability,
and it is estimated that people with disabilities had up to 11 times higher odds of dying from COVID-
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19 in the first two months of the pandemic compared to the non-disabled (ONS, 2022). There is a need
for greater visibility and understanding of disability-related pandemic risk factors, as well as public
health guidelines specific to people with disabilities (Desroches et al., 2022; Rotarou et al., 2021).

Scully (2020) described perspectives and practices that exclude, discriminate against, and oppress
people with disabilities during COVID-19, which they referred to as ‘disablism’. This is exemplified
through a lack of accessible information for people with disabilities, whereas communication is crucial
during a pandemic. For example, not all states provided sign language interpretation during COVID-19
government briefings (Rotarou et al., 2021). In addition, laws and rules change rapidly during
pandemics and keeping up with these changes is difficult for everyone, but even more so for people
with learning disabilities and other cognitive impairments.

Measures like social distancing and good hygiene practices are also particularly challenging for people
with disabilities. The deaf-blind community for instance, and other people who require assistance to
go about their daily lives cannot communicate without touch, as they rely on this to navigate public
spaces including braille signs and shared surfaces such as handrails, door handles and handrails on
public transport (Goggin & Ellis, 2020; Jesus et al., 2021). For people with intellectual disabilities, social
distancing is difficult to understand and not always an option. Self-isolation is also impossible if one
relies on carers in daily life (Kuper et al., 2020). The disadvantages experienced by people with
disability due to disabling environments, the multiple intersectionalities of disability, and the
materialities of their impairments, must therefore be compensated for with additional support,
resources and accessible information. While various measures have been taken to include the
communication needs of this population, there is still a long way to go before such practices become
standard and seamlessly integrated into public emergency responses, and indeed, routine
communication.

Key messages on social issues:

Previous pandemics have shone a light on existing inequalities, especially concerning vulnerable
groups. They have also shown how national and international pandemic preparedness plans almost
completely disregard social determinants as drivers of disease occurrence and progression. The
practical consequences are far-reaching, with many countries lacking social-epidemiological systems
that help in the early identification of vulnerable groups. Taking social determinants into account in
pandemic preparedness plans will lead to better planning, both in the provision of pandemic-relevant
services and resources, and in risk communication.

Important considerations that need to be made when addressing vulnerable populations include the
need to: adjust communication materials for people with lower literacy levels or who do not speak
the local language; use appropriate language to avoid stigma and discrimination; debunk
misinformation and rumours; provide information in other languages to enable access for migrant
groups and collaborate with organisations that translate materials for marginalised groups (Hyland-
Wood et al., 2021; Maldonado et al., 2020).

The WHO in 2020 highlighted the importance of risk communication and community engagement

(RCCE) during pandemic response, which should consist of two-way communication between health
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authorities and at-risk populations (WHO, 2020b). RCCE for vulnerable persons needs to be clearly
defined with the best existing information available and engage partner organisations at local,
regional, and national levels. Coordination with various stakeholders including policymakers,
influential social media leaders, local leaders, women and youth groups, religious and elders’ groups,
local and international NGOs, health practitioners and volunteers, is also instrumental to the
dissemination of information during pandemics (WHO, 2020b). As elaborated in WP5 D5.1, it is
important to listen to community concerns and to match communication methods and materials
accordingly. RCCE must keep cultural diversity in mind and not funnel individuals into one category
of vulnerability. It is also vital to keep in mind the potential for intersectionality of vulnerability during
pandemics, as multiple vulnerabilities can expose individuals to additional risks of poor health.

4.5, Summary

This chapter has discussed important ethical, legal, and social considerations associated with
pandemic preparedness and response, and highlighted important considerations for future pandemic
preparedness planning, drawing on lessons from previous pandemics. It has also shown that some of
the issues identified have cross-cutting implications, e.g., ethical and legal issues associated with
privacy and data protection; ethical and social consequences of health and safety; social and legal
implications of workers’ rights, etc. These intersections (summarised in Figure 5 below) highlight the
need for multi-disciplinary approaches in addressing these issues. Figure 5 further identifies factors
that are central to decision-making when considering ELSI in pandemic preparedness and response,
including value conflicts, transparency, trust, proportionality, and accountability. It also illustrates the
interconnections between ELSI and decision-making frameworks, and their resulting consequences on
the public as well as public responses to pandemic decisions. To be able to build back better and fairer
following pandemics, it is important that these issues be fully understood and incorporated into
guiding frameworks and policies. Lastly, the importance of cohesiveness in frameworks that guide
decision-making when addressing ELSI in pandemic preparedness and response cannot be over-
emphasised.
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Figure 5: Interconnections between ELSI, guidance frameworks and public responses
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5. Impact and conclusion

5.1. Recommendations for mitigating ELSI risks in pandemic preparedness and response

Ten recommendations were generated from this deliverable. These were grouped into five themes as
shown in Box 1. Nine of the recommendations (all except recommendation 6) were discussed at the
ELSI workshop, all of which were deemed relevant by workshop participants. One additional
recommendation (recommendation 6) was proposed by members of the project team following the
workshop. Several considerations were proposed regarding the feasibility and implementation of
these recommendations, as well as implications for PANDEM-2. These are discussed below.

Box 1: Recommendations to mitigate ELSI in pandemic preparedness and response

Ethics framework
1. Develop an Ethics framework incorporating relevant ethical principles that need to be prioritised
during pandemic preparedness planning and response

Pandemic communications and information
2. Messages should be consistent, clear, and understandable; and communication should be done using
culturally appropriate methods, with accessible materials tailored to various social groups

3. Risk communication and community engagement needs to clearly define vulnerable persons, be two-
way, and engage local, regional and national partner organisations (WHO, 2020b)

4. Coordination with policymakers, influential social media leaders, local leaders, women and youth
groups, religious and elders’ groups, local and international NGOs health experts and practitioners,
volunteers, and people with experience of pandemic diseases is key in disseminating information to all
(WHO, 2020b)

5. Misinformation should be addressed through media surveillance, feedback, emergency anthropology
studies, and other social science tools (WHO, 2021c)

6. Educate communities about the complex realities of pandemics and good pandemic management, to
enhance public understanding of pandemic decisions, and to promote receptivity and compliance with
messages delivered by public health authorities

Legislations

7. Legal policies concerning digital contract tracing apps should make provisions to address ethical and
legal concepts including privacy and data protection, and outline clear steps on what to do in case of
data breaches

8. National legislations concerning emergency responses should be consistent with international health
regulations, to establish comprehensive and appropriate response procedures

Evaluation of digital technologies and tools

9. ITsystems and tools used for pandemic preparedness and response (such as predictive modelling tools,
epidemic surveillance systems and contact tracing apps) need to be constantly evaluated, updated,
and re-evaluated to ensure that they are effective and meet appropriate ethical and legal standards

Further research
10. Further research is required to inform the development and implementation of digital technologies
and tools used for pandemic preparedness and response
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l. Ethics framework

Develop an Ethics framework incorporating relevant ethical
Recommendation 1: principles that need to be prioritised during pandemic planning
and response

An appropriate agency, such as the European Centre for Disease Prevention and Control (ECDC), the
European Health Emergency Preparedness and Response Authority (HERA) or the EU agency for
Fundamental Rights (FRA) should develop a clear ethical framework incorporating relevant ethical
principles that need to be prioritised during pandemic preparedness planning. This framework should
serve as a foundation for pandemic preparedness and response, to enable congruity across decision
makers in EU member states. It will also allow for a shared understanding of the decision-making
process and optimise acceptance of decisions by health care workers and members of society.

The need for an ethical framework was previously identified in the PANDEM D4.2 report, as well as
others (O’Sullivan et al., 2022; Smith & Upshur, 2019; WHO, 2007). As of September 2022, when this
report was completed, such a framework had not yet been developed for the EU. This
recommendation therefore re-emphasises the need for this framework. Considerations relevant to
this recommendation are summarised in Box 2 below.

Box 2: Considerations for recommendation on ethical framework

Public benefit vs individual rights

® The ethics framework should emphasise the benefit for public health vs individual rights
Leadership

e Government decisions should determine when to apply emergency law, with references made to

the relevant principles identified in the ethics framework

e Differences in national economic contexts will affect policy implementation. European leadership
is required to address differences in available resources in different countries

e Political and public health leadership is essential in determining how the ethics framework is
applied in practice

Multi-stakeholder involvement

e There should be involvement of many different stakeholders including local and national
agencies. Experience from national authorities is crucial, as they have faced first-hand the
difficulties of dealing with emergency situations in their contexts

® Local understanding must inform decisions taken at a higher level. If a top-down approach is
adopted, there must be a bottom-up feedback mechanism

e Each nation will have specific legal implications that will affect how decisions can be implemented
at a local/national level
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® The ethics framework should guide decisions at the preparedness and/or planning stage, as
opposed to the response stage

® A consistent approach to pandemic response should be agreed on at the preparedness stage (e.g.,
by creating a standard of best practices, tools, and techniques to apply) and encouraging relevant
authorities to adopt and adapt

e There must be flexibility built into the framework to allow different nations to make decisions
about their own circumstances and local implications

Social impacts

e Pandemics impact several other sectors such as education and employment. The ethics
framework should account for the horizontal and vertical nature of emergency situations

® Social impacts should be considered, when deciding on establishing norms. Any restrictions of
rights should respect boundaries and set limits concerning violations of human rights

Il. Pandemic communications and information

Recommendation 2:

Messages should be consistent, clear, and understandable; and
communication should be done using culturally appropriate methods
and materials tailored to be accessible to various social groups

Recommendation 3:

Risk communication and community engagement needs to clearly
define vulnerable persons, be two-way, and engage local, regional
and national partner organisations (WHO, 2020b)

Recommendation 4:

Coordination with policymakers, influential social media leaders,
local / community leaders, women and youth groups, religious and
elders’ groups, local and international NGOs, health experts and
practitioners, volunteers, and people with experience of pandemic
diseases is key in disseminating information to all (WHO, 2020b)

Recommendation 5:

Misinformation should be addressed through media surveillance,
feedback, emergency anthropology studies, and other social science
tools (WHO, 2021c)

Recommendation 6:

Educate communities about the complex realities of pandemics and
good pandemic management, to enhance public understanding of
pandemic decisions, and to promote receptivity and compliance with
messages delivered by public health authorities
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Recommendations 3 and 4 were initially proposed by the WHO in 2020, and recommendation 5 is part
of the "WHO integrated model for Emergency Risk Communication" (WHO, 2021c). These
recommendations are re-emphasised in this deliverable based on the findings from the literature
review on ELSI in pandemic preparedness and response. The WHO definition of risk communication
includes communication before, during and after a pandemic (WHO, 2021c). As such,
Recommendation 6 emphasises the importance of enabling the general population to understand the
complexities of pandemics and the basic principles that underlie the decisions made during pandemic
management.

Issues relating to pandemic communication are discussed in more detail in WP5 (D5.1) of the
PANDEM-2 project, where further recommendations and a common risk communication framework
are being proposed. Considerations relevant to these recommendations are summarised in Box 3
below.

Box 3: Considerations for recommendations on communication and information

Resource availability

e Efforts need to be made to ensure that countries have the appropriate expertise and resources
to be able to implement these recommendations

e The WHO 2018 risk communication manual is a useful tool to inform best practices in
communication during emergency response
Political context

e Political regimes will greatly influence the way countries respond to emergency situations, and
these regimes will determine the social, cultural, and legal frameworks that
responders/managers work in

Multi-stakeholder involvement

® Public and civil society organisations (including social groups such as religious group
representatives and LGBTQ+ communities) should be involved in the decision-making process

Cross-sector understanding
® There needs to be a shared understanding between technical and political stakeholders, based
on trust and open discussions regarding decisions and implications.
® There should be transparency in defining reasons for decisions made

Sources of information
® The primary sources of information of various vulnerable populations need to be considered,
as some information sources are more unreliable or prone to misinformation than others.
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1. Legislations

Legal policies concerning data sharing and digital contact tracing
should make provisions to address ethical and legal concepts
including privacy and data protection, and outline clear steps on
what to do in case of data breaches

Recommendation 7:

Considerations relevant to this recommendation are summarised in Box 4a below.

Box 4a: Considerations for recommendations on legal policies concerning data sharing and digital

contract tracing

Data sharing

® A clear data sharing policy which defines a minimal structure and volume of data to be shared
at EU level would be beneficial.

e Data sharing needs pre-planning in emergency situations. Policies must be put in place during
pandemic preparedness planning

e Boundaries for data sharing should be set and clearly communicated across member states

e Initiatives regarding data sharing, data spaces, and data governance should tie in with data
sharing policies in emergency situations

Contact tracing
e Contact tracing apps would be most useful if introduced early, accepted by the population and
widely used.

® There should be sufficient legislation to support the ethical and legal compliance of contact
tracing apps, and more efforts should also be made to communicate this. However, it should be
noted that legal frameworks do not necessarily increase uptake, or change social/cultural issues
surrounding contact tracing

e Lack of trust was a major societal barrier in the uptake of contact tracing apps. Communication
is key to building trust

® People are more likely to use the apps if trusted as being helpful, rather than when imposed
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National legislations concerning emergency responses should be
Recommendation 8: consistent with international health regulations, to establish
appropriate response procedures

National legal provisions should be consistent with international health regulations including EU
Decision 1082/2013 on serious cross border threats to health and the WHO’s IHR (2005). These
provisions can be used to develop emergency response task forces and legislate public health
responses such as restriction of movement and mandatory quarantine. Legislation is also required to
address procedures around vaccination or testing, and regulate and set standards for the health
workforce, distribution of vaccines, and medical equipment allocation. Considerations relevant to this
recommendation are summarised in Box 4b below.

Box 4b: Considerations for recommendations on national and international legislations concerning

emergency responses

Updates to existing regulations
e Considerations should be made as to whether there are any conflicts between national and
international regulations that may affect implementation in different countries

e European standards on resource allocation and vaccine distribution would be beneficial. Steps
are already being taken towards developing a common EU approach to vaccine distribution (see
(European Commission, 2020b). These measures will benefit from further development

e GDPR inhibits mandating technological solutions such as contact tracing in a quick and timely
manner. A framework mandating the use of contact tracing while protecting data from the users

would be a powerful tool for emergency pandemic response

Healthcare worker considerations
® Legislation should account for the norms/ethics of health care frontline workers

Iv. Evaluation of IT systems and tools for pandemic preparedness and response

IT systems and tools used for pandemic preparedness and
response (such as predictive modelling tools, epidemic
surveillance systems and contact tracing apps) need to be
constantly evaluated, updated, and re-evaluated to ensure that
they are effective and meet appropriate ethical and legal
standards

Recommendation 9:

The evaluation process for IT systems and tools — especially novel tools being developed for pandemic
preparedness and response — should involve developers, model designers, and those concerned with
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the legal and ethical issues associated with them. Considerations relevant to this recommendation are
summarised in Boxes 5a and 5b below.

Box 5a: Considerations for developers and technology experts on tech evaluations

Relevance and effectiveness
e Contact tracing apps were useful, but not very effective e.g., the apps did not work in some
places, or notifications were not very useful; a limited use by the population has negatively
impacted on the benefit and their final outcome (contribution to limit the spread of viral
transmission)

e End users would find such apps more appealing, hence use it, if they could help avoid disease,
receive access to statistics and show areas of high transmission rates

Technical issues
e Technical issues with contact tracing apps were problematic

® Apps should be improved from past iterations
Modelling data

e Modelling often uses synthetic or simulated data, which mitigates ethical concerns to some
extent. However, it is important that models be accurate and reflect reality

Box 5b: Considerations for policy makers on tech evaluations

e Technological developments are difficult to predict as changes happen quickly

e Creating stable and reliable digital technologies quickly in a fast-changing pandemic context is
difficult and has drawbacks

e Ethical and legal experts should be involved in the development process with tech experts and
representative end-users

® Legislations should be more specific on when and how to evaluate digital technologies and tools
used for pandemic response (e.g., whether during or between pandemics)

e The uniqueness of each pandemic problem and specific tool/system should be considered e.g.,
evaluation of tools has different (‘less stringent’) legal implications compared to those for
surveillance systems

e The availability and preparedness of experts and resources (e.g., ad-hoc locations and
equipment) required to conduct evaluations when needed is a potential challenge

45
PANDEM-2 D4.2: Report on social, ethical and legal issues in pandemic preparedness planning



PANDEM-2 — Project No. 883285

V. Further research

Further research is required to inform the development and
implementation of digital technologies and tools used for
Recommendation 10 pandemic preparedness and response, to ensure they are
compliant with relevant ethical and legal principles, and
consider varying and diverse population needs

Technology will continue to advance, and there is a need to be prepared for continuous
advancements. Further research will be useful in identifying and addressing ethical, legal, and social
issues associated with the development and implementation of these technologies. This should also
consider varying and diverse population needs, sociocultural status, and regulatory and legal
governance to promote trust building between developers, implementers, and end-users.
Considerations relevant to this recommendation are summarised in Box 6 below.

Box 6: Further research should address the following issues:

® Exclusion characteristics and biased information, and their implications on health data. For
example, contact tracing does not necessarily work on all devices, or for people without mobile
phones

® Measures to develop and promote tools in other languages

® Practical needs of end-users from pandemic-related digital tools and technologies (e.g., what
do soldiers or health professionals etc. need from these tools?)

e Strategies to promote trust-building and exchange of feedback between developers,
implementers, and end users

e Diverse population needs of different social groups

5.2. Implications for PANDEM-2

The aim of the PANDEM-2 project (as described in Section 2.3) is to assist pandemic managers and
relevant authorities in making rapid, evidence-based decisions in response to pandemics, and to
supply them with the resources needed to communicate these decisions effectively to citizens. This
will be done by implementing an IT system designed to support the needs of pandemic managers,
such that they will be well positioned to respond to future pandemics. The system will include an
online dashboard embedded with high-priority tools for pandemic spread prediction, visual analytics,
resource management and health workforce capacity mapping. The project will also demonstrate
the capture and integration of pandemic-relevant data from numerous sources, including
participatory surveillance systems such as Influenzanet, and social media (e.g., Twitter and Reddit).
ELSI issues and recommendations from 5.1 above which are of relevance to the PANDEM-2 project
are discussed below.
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1. Ethics framework:

Privacy and data protection were identified as some of the major ethical and legal concerns for
pandemic preparedness and response. These issues are relevant to the PANDEM-2 project, as it
involves the collection and processing of various types of data from different sources, including open-
source, real, synthetic, abstract and research data. Examples of these include surveillance data from
traditional sources (e.g., TESSY or national public health agencies) and non-traditional sources (e.g.,
social media); data related to system capacity and resources (e.g., weather and climate, mobility,
countermeasures, and communications); and data stored in repositories (e.g., research, training
material and policy data) and open access /public databases (ECDC, NCBI). The ethics requirements
for PANDEM-2 are detailed in WP8 (D8.2), alongside appropriate measures taken to ensure that the
project meets all relevant privacy and data protection requirements. The PANDEM-2 project also
includes a Privacy Impact Assessment task that outlines privacy and data protection considerations
when designing, testing, and deploying the PANDEM-2 database and tools. An ethics framework that
sets out relevant ethical principles to be prioritised during pandemic preparedness planning and
response (Recommendation 1) would be beneficial to PANDEM-2, as it could provide a foundation for
the discourse on ethical issues to consider and inform standards for ethical practice.

2. Data sharing legislations

WP2 (Surveillance) of the PANDEM-2 project outlines how the database and tools will be managed. In
summary, each time PANDEM-2 is installed, it will be controlled by an authorised end-user or
organisation that will act as the data controller, who will also be responsible locally for defining which
data and dashboards will be accessible to end-users. In so doing, the data controller takes
responsibility for ensuring that private and public data will be used and accessed according to local
legal and organisational regulations. The data controller will also regulate the sharing of data between
organisations. This recommendation on legislations for data sharing (Recommendation 7) will guide
these procedures and set boundaries, to ensure compliance with appropriate ethical and legal
standards. In addition, policies defining standards for data sharing in public health emergencies
including what and how much data should be made available and limits to data sharing would help
reduce barriers in accessing relevant data for the development of tools such those being developed
by PANDEM-2.

3. Evaluation
The PANDEM-2 dashboard and tools are technologies being developed for the purpose of pandemic
preparedness and response. Recommendation 9 on evaluation informs the PANDEM-2 consortium of
the need to evaluate and constantly update such tools and the importance of engaging ethical and
legal experts in the process. Such evaluation will help reveal limitations of the tools, and lessons
learned from these will be useful in subsequent pandemics. Trust building and information exchange
between developers and end-users is also highlighted in this recommendation. The usability of the
tools developed is a key element to consider, as end-users may be reluctant to learn about complex
non-user-friendly systems especially in urgent pandemic situations where decisions need to be made
quickly. These issues are being addressed through discussions with the PANDEM-2 technological team,
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and a privacy impact assessment report which outlines any associated risks and their mitigation
measures (WP3, Task 3.5 — privacy, social and ethical impact assessments).

4. Further research

As Recommendation 10 highlights, the PANDEM-2 project team should be aware of and prepared for
continuous changes and advancements in technology. Research will be instrumental in identifying and
addressing ELSI associated with the tools developed at all stages of the project. Research will also
ensure that the tools developed are inclusive and consider the needs of diverse population groups.
The issues of inclusivity and population needs are also being addressed through discussions with the
PANDEM-2 technological team, and the privacy impact assessment report (WP3, Task 3.5 — privacy,
social and ethical impact assessments).

5. Pandemic communications and information
To test the PANDEM-2 system, pandemic managers and first responders from multiple Member
States will work together in EU-wise demonstrations, planning and responding to several pandemic
scenarios, from Ebola to SARS/MERS CoV, to pandemicinfluenza, while also networking and building
relationships across borders and organisations. Recommendations 2-6 on pandemic
communications and information are relevant to these plans.

Table 3 below identifies ELSI associated with specific pathogens that will be involved in the
demonstrations of the PANDEM-2 system (Ebola, novel influenza and SARS-like viruses). It is
important for PANDEM-2 project and pandemic managers to be aware of these issues, ahead of the
demonstrations and scenario planning discussions. The table also highlights where applicable, how
the PANDEM-2 project will address some of the issues reported.

Table 3: ELSI associated with Ebola, novel influenza and SARS-like viruses and implications for
PANDEM-2

Ethical research
e Concerns about the ethical recruitment of participants for pandemic-related research were
identified during Ebola (Rid & Emanuel, 2014), novel influenza (Simpson et al., 2019) and SARS-
like virus (Sharma et al., 2020; Villarosa et al., 2021) — e.g., for vaccine trials. The development
of the PANDEM-2 system involves the collection and processing of various types of data
including research data (e.g., surveys and interviews), which must be handled ethically.

Privacy, confidentiality and data protection
® Public concerns may arise about lack of privacy protection, data integrity and autonomy when
utilising infectious disease digital surveillance systems such as the one being developed by
PANDEM-2. This issue was reported during the Ebola epidemic (Desclaux et al., 2017; Zhao et
al., 2021) as well as COVID-19 (Lucivero et al., 2020; Van Kolfschooten & de Ruijter, 2020).

e Health professionals may also be reluctant to disclose patient data to public health units as
was the case with novel influenza and COVID-19 due to concerns about the extent to which
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public health agencies are trusted to protect health information (El Emam et al., 2011; Holland
et al., 2022). These issues must be prioritised during the development, implementation, and
testing of the PANDEM-2 system.

Protection of the public & solidarity
e One of the most effective ways to mitigate the impacts of public health emergencies is to
ensure effective country-level preparedness through the implementation of the IHR (WHO,
2021b). Under the IHR, member states are obliged to develop and maintain minimum core
capacities for surveillance and response to potential public health threats; and the success of
the IHR in ensuring global public health security depends on the full application,
implementation, and compliance by all member states (WHO, 2021b). The PANDEM-2 system
will provide a valuable resource for detecting, assessing, and responding to public health
threats in EU member states.

® Jacobsen et al. (2016) identified the need to support medical and public health systems to
improve local and international responses to epidemics. This support will be instrumental to
the success of PANDEM-2.

® Jacobsen et al. (2016) also identified a need for expansion of predictive modelling and increased
disease surveillance activities, to which the PANDEM-2 tools will provide a solution.

Vulnerable groups
® Thereis a need to better communicate with migrant populations by increasing the availability
of information in multiple languages, including information on prevention guidelines and
healthcare entitlements (Maldonado et al., 2020). With the PANDEM-2 system and tools being
developed in English, consideration should be given to the needs of non-English-speaking
pandemic managers and public health authorities in the EU.

5.3. Strengths and limitations

This report is based on a robust search of the literature on ELSI in pandemic preparedness and
response. The project team consists of experts from diverse professional backgrounds relevant to
public health emergencies (including public health research, epidemiology, psychology, and social
sciences), as well as stakeholders with knowledge and expertise in pandemic preparedness and
response in European contexts. There were no external stakeholders representing social groups
during the ELSI workshop. However, WP5 — Pandemic Communication of the PANDEM-2 project which
focuses more extensively on pandemic communication has engaged these groups in their discussions.

5.4. Conclusion

This report has reviewed the ethical, legal and social implications of pandemics and pandemic
responses, and explored how these apply to the equitable distribution of resources, the prioritisation
of public good vs individual rights, the sharing of data and resources across organisations and
geographic boundaries and the consideration of vulnerable groups. Drawing on lessons from previous
pandemics, recommendations have been made on measures that can be taken to address these ELSI
risks, and to mitigate or avoid any harms to societal values and fundamental rights. The report has
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also highlighted the value that the PANDEM-2 project brings in regard to pandemic preparedness in
European countries and discusses issues of relevance to the PANDEM-2 consortium, to ensure that
the project does not further contribute to ELSI risks.
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6. Appendices

Appendix A: Questions discussed with end-users based on themes from PANDEM D4.2

Equitable distribution of resources

How did your organisation/country deal with scarcity of resources? (e.g., shortage of hospital beds for non-
COVID-19 patients?)

Do you know if an ethical framework/ decision-making tool was used during the response phase to balance
individual and population rights?

Based on your experience during the COVID-19 pandemic how do feel a technology, like the PANDEM-2
dashboard, would help you better allocate scarce resources? How do you think it would help in the
preparedness stage?

Do you think an individual’s gender, age, or economic status will influence how accurate a predictive
modelling tool (PANDEM-2) can be in resource allocation?

Stockpiling of resources: was this done by your region/country? Do you think it is morally acceptable to do
this if other countries (not just in the EU) need these resources? Is there an opportunity to collaborate with
these countries & what is the best way to do so? Something to be done in the preparedness or response
stage?

Allocation of vaccines: was the approach to vaccinate the elderly & vulnerable first accepted by society in
your country/region?

Mandatory vaccination to enter premises or attend shows/festivals — (fining or making it illegal to sit/drink
indoors is removing people’s autonomy to live their daily lives & not be vaccinated — is this forcing people
oris it just for public health?)

Is the vaccination of children an area of concern to your organisation/nation? Mandatory vaccination of
healthcare workers —taking away their autonomy for the health of others just because of their profession?
—isthere a legal/ethical basis for compelling someone to disclose their vaccination status in order to abide
by H&S regulations?

Vaccination comes down to personal choice. However, if a person chooses to be vaccinated are we then
impinging on their right to fair working conditions by creating a work environment whereby there is no
onus on disclosing vaccinations status?

How will PANDEM-2 dashboard & predictive modelling benefit (e.g., prevent lockdown) pandemic
preparedness?

Isolation, quarantine, border control & social distancing

Do you think isolation, quarantine or border control measures were adopted well in your country? Why or
why not?

How was traveling across borders dealt with in cases where working from home was not possible, was
there any resistance to how this monitored or is it invading an individual's privacy asking them why/where
they are travelling?)

Social acceptance of the government's authority to remove an individual’s right to freedom of movement:
Was there any social unrest (protests) and how was this dealt with?

When should borders open/close based on a COVID-19 outbreak and how could organisations/government
better deal with this for future? Guiding documents on this? Hotel quarantine enforcement & individual
responsibility (who pays?) and compliance to self-isolation for the required number of days?
Enforcement of social distancing & mandatory mask wearing: Do either measures impact certain groups
more than others (e.g., adults who are carers to their parents or individuals that are deaf are rely on lip
reading)?

Individuals not self-isolating after traveling or being a close contact because they need to work to keep a
roof over their head is there information available on this: How was social welfare payments
communicated to citizens based on being a close contact (e.g. food factory general operatives)?

51
PANDEM-2 D4.2: Report on social, ethical and legal issues in pandemic preparedness planning



PANDEM-2 — Project No. 883285

Communication

e Has any resources or announcement been made by government or public health authorities about the
access of reliable information? Is reliable information available in different formats, languages, etc.?

e Has any research or insights been found on the spread of misinformation nationally/regionally?

e What level of information was the public entitled to (e.g. specific location of outbreak)?

Surveillance

e Do you think individuals would be surprised to know that their social media posts were being used as a
surveillance method of disease outbreak?

e Do you think the surveillance of social media post would be a true reflectance of what is going happening
on ground or do you think it would just capture what is happening to individuals of a specific gender, sex,
ethnicity, or social status?

e Surveillance of social media: Do you think the opportunities will be easy to practically implement? How
would you know that information on social media was accurate or not?

e Do you think private direct messaging apps would provide any beneficial information from a surveillance
point of view?

e Contact tracing apps: did they work (i.e. were they evaluated): Was there the workforce capacity & how
to plan for this?

e Are there any opportunities to use this type of system in the preparedness stage? (Timing of identifying a
close contact).

e Dol as a parent have the right to know if my son/daughter has been a close contact?

e Accuracy of data & reporting: Decision-making of government based on case numbers from previous day(s)
& public health measures implemented as result, is this the best approach to take?

e Were there any guiding factors on when public health measures should be reduced or alleviated? What
were the obstacles and what worked well?

Other
Are there any other ethical/legal issues or opportunities that were the source of discussion during the
pandemic?

e Right to education or childcare? Vulnerable children left at home in potentially vulnerable situations,
food poverty heightened due to no school meals, etc.

e Prioritising public health over individual health (e.g., ceasing of breast check screening or cancelling
elective procedures?) — any lessons learned from this or how could the PANDEM-2 dashboard help
with this?

e Did certain response measures introduced impact certain members of society more than others? How
could this be mitigated in pandemic preparedness?

e Benefits/opportunities from pandemic and/or tools used? For example, working from home is now
more acceptable —reduces the amount of traffic (CO2 emissions), removes dependency to live in urban
area and may allow people to move to more rural areas which increases economy in these areas.
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Appendix B1: ELSI workshop agenda

Agenda item Time

1. Welcome & introductions 10:00-10:20
2. Summary of findings on ELSI in pandemic planning & response 10:20-10:35
3. Outline of group discussion process 10:35-10:40
4. First round of group discussions 10:40-11:00
5. Summary of feedback from each group 11:00-11:10

Break 11:10-11:20
6. Second round of group discussions 11:20-11:40
7. Summary of feedback from each group 11:40-11:50

Break 11:50 - 11:55
8. Third round of group discussions 11:55-12:15
9. Summary of feedback from each group 12:15-12:25
10. General discussion 12:25-12:50
11. Next steps & close 12:50-13:00

Appendix B2: Questions discussed at the ELSI workshop

Relevance:
e How relevant is this recommendation to your work?
e Why do you consider it relevant/irrelevant?

Content & clarity
e How does this recommendation address some of the ELSI in pandemic planning and response?
e How can the recommendation be enhanced e.g., to make it clearer/more specific/address any

gaps?

Feasibility & implications
e What are the important considerations to be aware of e.g., relating to its feasibility, practical
application, implementation challenges (e.g., resources required: human, financial and time),
legal considerations, etc?
® Are there any groups that may be adversely affected or unduly burdened by this
recommendation?

Applicability to PANDEM-2
o What are the specific implications of this recommendation for PANDEM-27?

Further suggestions
® Suggestions on any further recommendations to include in the report
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Appendix B3: Sample discussions from ELSI workshop (screenshots from Jam board)

How mlwnm is this
1o

lyour work?

[Why do you find it
relevant/irrelevant?

Relevance

Ethics framework

An appropriate agency, such as the European Union Agency for Fundamental Rights, should develop
a clear ethical framework incorporating relevant ethical principles that need to be prioritised during
pandemic planning and response. This will enable congruity across member states, allow for a shared
understanding of the decision-making process and optimise acceptance of decisions by health care

workers and members of society.

Content & Clarity

I Feasibility & Implications

2s"m

Possible requirements to have frameworks that
suport european, national and local levels:

uum-hn&

stage. Hwaw lloxlbillty would be required r Irlnlllly and then each

[What are the important
considerations to be aware
Jof e.g., relating to its
feasibility, practical
wpllcﬂh'\

l; resources required:
jhuman, financial and time),
Jegal considerations, etc?

Are there any groups that
Imay be adversely affected
jor unduly burdened by this
fecommendation?

MS would work towards

How does this
recommendation
address same of the
ELS! in pandemic
planning and respanse?

How can the
recommendation be
enhanced e.g., 1o make
clearer/mare specific/
address any gaps?

Applicability to PANDEM-2

could be created, and then klully bcqln to be adopted - but lhlu
would need to be created at the puplrdennl stage, and then uﬁmu made to

MS to adopt

Additional comments

What are the specifid
implications of this

for|
PANDEM-27
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Appendix C1: National (EU) and international frameworks addressing the equitable distribution of
resources in pandemic planning and response

International
e WHO International Treaty/Framework Convention for pandemic preparedness and response:
https://apps.who.int/gb/COVID-19/pdf files/2021/18 03/ltem2.pdf

e WHO SAGE values framework for the allocation and prioritisation of COVID-19 vaccination:
https://www.who.int/publications/i/item/who-sage-values-framework-for-the-allocation-and-
prioritization-of-covid-19-vaccination

e Ethical Framework for WHO's work in the ACT-Accelerator:
https://www.who.int/publications/i/item/WHO-2019-nCoV-ACT-Accelerator-Ethical framework-2021.1

e National Academies of Sciences, Engineering, and Medicine Framework for Equitable Allocation of COVID-
19 Vaccine (2020): https://www.nationalacademies.org/our-work/a-framework-for-equitable-allocation-
of-vaccine-for-the-novel-coronavirus

Europe

e Joint Opinion Improving pandemic preparedness and management: https://op.europa.eu/en/publication-
detail/-/publication/b6bbab7d-5a09-11eb-b59f-01aa75ed71al/language-en/format-PDF/source-
191038315

® The Lancet Regional Health Europe - Rethinking COVID-19 vaccine allocation: it is time to
care about our neighbours: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8633795/

National (EU)
e Ireland - Ethical Framework for Decision Making in a Pandemic:
https://www.gov.ie/en/publication/dbf3fb-ethical-framework-for-decision-making-in-a-pandemic/

e Italy: SIAARTI-SIMLA Clinical Ethics recommendations for the allocation of intensive care treatments, in
exceptional, resource-limited circumstances: https://www.minervamedica.it/en/journals/minerva-
anestesiologica/article.php?cod=R02Y2020N05A0469

e Sweden - Swedish National Council on Medical Ethics (Smer) Ethical choices in a pandemic:
https://smer.se/wp-content/uploads/2020/08/smer-2020 3-english-report webb.pdf

e Estonia — Ethical Framework for COVID-19 vaccination: https://rm.coe.int/ebin-vaktsineerimise-
seisukohad-15-12-25333-/1680a0e999
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Appendix C2: National (EU) and international frameworks addressing the prioritisation of public
good vs individual rights

International
e WHO Policy Brief COVID-19 and Mandatory vaccination: Ethical considerations and caveats:
https://www.who.int/publications/i/item/WHO-2019-nCoV-Policy-brief-Mandatory-vaccination-2022.1

e WHO guidelines on ethical issues in public health surveillance (2017):
https://www.who.int/publications/i/item/who-guidelines-on-ethical-issues-in-public-health-surveillance

Europe

e Joint Opinion Improving pandemic preparedness and management: https://op.europa.eu/en/publication-
detail/-/publication/b6bbab7d-5a09-11eb-b59f-01aa75ed71al/language-en/format-PDF/source-
191038315

National (EU)
e lIreland — Ethical Framework for Decision Making in a Pandemic: https://www.gov.ie/en/publication/dbf3fb-
ethical-framework-for-decision-making-in-a-pandemic/

e Sweden - Swedish National Council on Medical Ethics (Smer) Ethical choices in a pandemic:
https://smer.se/wp-content/uploads/2020/08/smer-2020 3-english-report webb.pdf
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